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ABSTRACT

As data traffic grows, service providers are faced with the challenge of how to best use
their infrastructure while trying to obtain statistics about their environment. The existing
solutions to monitor such networks are no longer effective in these complex environ-
ments. An alternative that has been recently emerging as a promising option, allied with
programmable networks, is In-Band Network Telemetry (INT), which allows for timely,
accurate and fine-grained information retrieval regarding network device state. Although
it has the potential to properly handle modern networks, when not employed optimally,
INT can lead to high overheads and significant performance degradation. State-of-the-
art proposals have focused on devising new monitoring constructs and mechanisms, but
have not looked at the problem from an optimization point of view. In this work, we
formalize this challenge as an optimization problem, called Network Monitoring Opti-
mization (NEMO) problem, and propose two mathematical models to solve it. The first
model is based on a custom approach which aims to cover all programmable device in-
terfaces in topologies while causing minimal overheads. The second model is presented
as a generalization of the Vehicle Routing Problem. The results obtained in the model
evaluation show that the proposed models can generate solutions that provide accurate

and fine-grained information regarding network state while achieving minimal overheads.

Keywords: Computer Networks. In-Band Network Telemetry. Optimization. CPLEX.
GLPK. Problem Modeling.
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1 INTRODUCTION

Communication networks have continually evolved over the years via the adoption
and support of concepts such as Software-Defined Networking (SDN) and network virtu-
alization. Along with the evolution of the networks, there has also been the proliferation
of non-elastic applications with stringent resource demands (e.g., telesurgery, smart cities,
distributed scientific computation, and virtual reality video streaming). Moreover, there
has been a considerable growth in Internet traffic. For example, in 2016 alone, mobile
traffic grew 63% and this type of growth is expected to repeat itself in the following years
(CISCO, 2017). (CISCO, 2017). This scenario calls for network monitoring to generate
information with high accuracy and level of detail.

Network administrators have traditionally relied on tools such as ping, traceroute,
NetFlow/IPFIX (PRAS et al., 2009) and SNMP (CASE et al., 1990) to detect network
problems. However, traditional tools commonly fail to provide the information needed
to detect important network problems (e.g., microbursts in traffic), or collecting accurate
information and the required level of detail would generate considerable network over-
head. Many efforts (HANDIGOL et al., 2014; ZHU et al., 2015; TILMANS et al., 2018;
CHENG:; YU, 2017; CHOWDHURY et al., 2014; TANGARI et al., 2017; GUPTA et al.,
2017) have contributed to improving network monitoring by optimizing the use of new
mechanisms available in the context of SDN. Nevertheless, there is still a gap between the
quality of information provided by these mechanisms and that required to offer high per-
formance to non-elastic applications. Furthermore, no work has tried to optimize the use
of new mechanisms available more recently in the context of data plane programmability.

In-band network telemetry (BROCKNERS et al., 2017) is a novel monitoring
mechanism that emerged in the context of programmable data planes (and networks) and
gives better visibility into network state and performance. INT enables packets passing
through a network to read and collect information regarding each device in their path.
This mechanism achieves unprecedented accuracy and level of detail in monitoring, but
may lead to significant network overhead if not applied sensibly. Consequently, it is im-
portant to understand the performance impacts involved in carrying out in-band network
telemetry and investigate way to minimize these overheads.

In this work, our objective it to enable network administrator to obtain timely, fine-
grained and accurate information regarding network state and performance while causing

minimal network overhead. We introduce the Network Monitoring Optimization (NEMO)



10

problem, which formalizes the challenge of optimally assigning flows to monitor inter-
faces while gathering information regarding all used network interfaces and minimizing
resource usage. Furthermore, two mathematical models to solve the NEMO problem are
provided, together with test results, analysis and comparison between both models.

The work 1s organized as follows. In Chapter 2, the existing work around network
monitoring and INT are discussed. In Chapter 3, we introduce and formalize NEMO. In
Chapter 4, two models to solve the NEMO problem are presented, and two lower bound
approaches are defined for analytical comparison purposes. In Chapter 5, the testing
process is explained, and test results are presented and analyzed. Chapter 6 presents
the concluding remarks and describes future work ideas. Extra material is provided in

Chapter 7.
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2 RELATED WORK

This chapter is organized into two sections. Section 2.1 discusses related works
regarding in-band network telemetry, while Section 2.2 discusses proposals that aim to

optimize network monitoring.

2.1 In-band Network Telemetry

In recent times, new monitoring techniques have been consistently developed. In
this section, we discuss ideas presented by two studies in the context of in-band network
telemetry (INT). In INT (KIM et al., 2015) the P4 programming language is used to pro-
totype in-band network telemetry, switches are programmed in order to allow flows to
collect network information by embedding network metadata within packets. The proce-

dure of in-band telemetry consists of an ordered set of steps (to be executed per packet):

e Creation of telemetry header
e Embedding of telemetry data to a telemetry header

e Extraction of telemetry data from the packet and its forwarding to a telemetry sink

Tiny packet programs (TPP) JEYAKUMAR et al., 2014) enables end-hosts to
embed tiny programs within packets in order to actively query and manipulate the state
of the network. The mentioned works both use INT, but neither approaches the problem
from an optimization point of view, in the current work, instead of considering network

monitoring as a sole network problem, we interpret it as an optimization problem.

2.2 Network Monitoring Optimization

Our study lies in the context of network monitoring optimization. Multiple works
can be found aiming to optimize resource usage while performing network monitoring in
the context of Software Defined Networks (SDN) and programmable data planes. How-
ever, to our knowledge, no study was done aiming to optimize in-band telemetry from
a combinatorial optimization point of view while using exact mathematical models. Us-
ing INT, MARQUES; GASPARY (2018), describes the same scenario mentioned in this

work, yet instead of formalizing this as an optimization problem, it tries to enhance per-
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formance by telemetry orchestration with heuristic algorithms.

NetSight (HANDIGOL et al., 2014) is an extensible platform that captures packet
histories, the full packet story while it traverses the network, and enables applications to
retrieve such histories. Packet histories help simplifying network diagnosis. To demon-
strate how this platform can be used, four applications are available (HANDIGOL et al.,
2014): an interactive network debugger; a live invariant monitor; a path-aware history
logger; and a hierarchical network profiler. The drawback with this work is that creating
a packet history increases both network traffic and network processing, resulting in high
network overheads. To improve this, Everflow (ZHU et al., 2015) was designed. Everflow
is a system that aims to perform network telemetry in large data center networks. This
is done via a "match and mirror" functionality of commodity switches and packet filter-
ing. Therefore, instead of mirroring all packets like NetSight, Everflow limits this via
packet filtering. The mentioned approaches use traditional techniques, instead of more
sophisticated ones, like INT.

OpenFlow enables applications to obtain flow statistics on a pull-based service.
When applications pull information too often, it leads to high network overheads. On
the other hand. if applications seldom pull information, the data might not be precise.
PayLess (CHOWDHURY et al., 2014) is a monitoring framework for SDNs. It uses
adaptive strategies in order to optimize the trade-off between monitoring accuracy, data
timeliness, and network overhead. Even though these studies have not used INT, they
propose significant overhead-reducing strategies.

In the context of P4 programmable networks, some studies have been recently car-
ried out. UnivMon (LIU et al., 2016) is a flow monitoring framework. It uses estimation
algorithms on the control plane and statistics from the data plane in order to compute
application-level metrics. Sonata (GUPTA et al., 2017) is a system that provides a query
interface which enables applications to perform classic telemetry tasks in an optimized
way without worrying about the task implementation. Sonata saves resource usage by
running much of the queries within the network switch, at line rate. The aforementioned
works provide frameworks which enable applications to perform monitoring techniques
in a performative way. Our work, on the other hand, orchestrates flow placement in order

to obtain fine-grained and timely data while optimizing resource usage.
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3 NEMO: NETWORK MONITORING OPTIMIZATION PROBLEM

In this chapter, we define the Network Monitoring Optimization (NEMO) prob-
lem. The NEMO problem arises because in-band network telemetry (INT) may lead
to high network overheads if not employed sensibly. It aims to find a flow-to-interface
assignment that allows for accurate, timely and fine-grained information retrieval while
reducing redundant network monitoring operations. The intent is that, given a solution
to the problem, a network administrator can configure each programmable device to em-
bed its telemetry items only into specific flows, minimizing the resource usage and, thus,
reducing the network overhead.

In this context, consider a network infrastructure that has a set of programmable
forwarding devices D, each with a set I; of network interfaces. We assume that each
interface ¢ € I; of each programmable device d € D has a set of telemetry items that
need to be collected by a flow. Furthermore, on top of this network infrastructure, there
is a set of active flows F'. We assume that each flow f € F' has a fixed telemetry load
capacity of () telemetry sets, which is a constant defined at each problem instance.

As mentioned in Section 2.1, in INT, there are three steps executed per-packet:
telemetry header creation, data embedding, and data extraction and forwarding. The main
objective of the problem is to gather information from all interfaces being used in a net-
work infrastructure. Since the creation and extraction of telemetry headers are costly
operations, they should be minimized. Also, in this work, we assume that whatever flow
covers an interface (in this context, cover means a flow collecting telemetry data from
an interface), will provide valuable information regarding device state, and the collec-
tion by multiple flows does not provide significant benefits. Therefore, one of the main
constraints we enforce is that each interface should only be covered by a single flow.
Therefore, a desirable solution to efficiently collect telemetry data consists in minimiz-
ing the number of telemetry headers created and extracted while collecting only once the
telemetry information from each and every interface.

There is, however, a limitation imposed by the P4 programming language which
must be taken into consideration. Whenever a flow packet has a telemetry header in its
header stack, every interface that processes it will embed its information into the packet.
This greatly limits the number of potential solutions to NEMO, since it now needs to
coordinate flow placement in order to achieve minimal telemetry header usage. In case a

flow was to cover two interfaces that are not sequential in its path, two telemetry headers
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Table 3.1: NEMO Objective and Constraints

Property

Objective function
Minimize the number of telemetry headers created and extracted

Constraints

Each interface has to be covered by a single flow

The flow telemetry load capacity has to be respected

An interface processing a packet with a telemetry header will embed its information
nto 1t

Source: The Authors

would need to be used. The telemetry headers are created by the first interface where a
flow collects telemetry information and are extracted by the last interface where the items
are collected. Naturally, if a flow does not cover any interfaces, it will not create any
telemetry header. To summarize the given information, Table 3.1 provides the objective
and constraints previously defined.

To illustrate NEMO, Figure 3.1 is provided. Consider the set of programmable
devices D = {d,,...,ds}. It is important to notice that, in the picture, there are pro-
grammable devices, which are represented as circles (e.g., d;) and endpoints, which are
represented as squares (e.g., e1). Since only programmable devices have telemetry items,
set D only contains the programmable devices and not the endpoints, the endpoints are
represented in order to improve visualization of flow origin and destination. There are
five flows such that F' = {f1, ..., f5} which originate at an endpoint, are routed through a
subset of devices from D and terminate at a distinct endpoint, this is, the path of a flow is
a sequence of hops, where the first and last elements are endpoints and the middle ones
are programmable devices. Therefore, for the mentioned example, we have the follow-
ing: flow f; originates at endpoint e, passes through programmable devices d; and ds,
and ends at endpoint e;. Similar information regarding the other flows is located on the
right-hand side of the picture. In the picture, interfaces are represented as lines outgoing
each device. Furthermore, we also represent interfaces as pairs, where the first element
indicates the programmable device that the interface belongs to, and the second element
represents the device or endpoint to which the interface is connected via a link in the net-
work (e.g., (dy, e1) represents the interface of d; connected to endpoint e;). As mentioned
earlier, only the programmable devices need to have their interfaces covered because end-

points do not have telemetry items (e.g., interface (ey, d;) does not need to be covered).
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Figure 3.1: Example topology

3 1 3 1,4 Input:
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Source: The Authors

In the provided example — considering each flow header being able to carry up
to five telemetry sets (i,e,. () = 5) — there are multiple feasible solutions. For instance,
the most straightforward solution would be for each interface to embed its information
in a fresh telemetry header. This means that, on each interface, a telemetry header is
created, some telemetry data is embedded into it, extracted and dispatched via a telemetry
report packet to a telemetry sink. Therefore, if there are N active network interfaces, N
telemetry headers will be used, one to cover each interface. The problem, however, is
that this is not sensible, as it does not aim to minimize the number of telemetry headers
created and extracted. Naturally, if each telemetry header was only capable of carrying
one telemetry item set (e.g., () = 1), this would be the only feasible solution and, thus,
the optimal solution.

Since all interfaces need to be covered, interfaces that only have a single flow
passing by it are naturally covered by that flow. On the other hand, interfaces that have
more than one flow going through it present the possibility of choice regarding what
flow should cover it, this, ultimately, expands the number of possible solutions that are
available to the problem.

The example shown Figure 3.1 has three interfaces being shared by multiple flows,
thus, there may have many distinct feasible and optimal solutions. On the right hand lower
side of the image, one of the feasible optimal solutions is presented. In such solution,
flow fi covers interfaces (dy, ds) and (da, e2); fo covers (ds,ds3) and (ds, e3); f3 covers
(ds,ds), (da,dy) and (dy, eq); fa covers (dy,ds); and f5 covers (ds, dy) and (dy, ds3). As
explained earlier, the telemetry header is created by the first interface it covers and ex-
tracted by the last device where telemetry data was collected. Consequently, a telemetry

header would be created for flow f; in device d; and dispatched in ds; f; creates in dy and
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dispatches in d3; f3 creates in d3 and dispatches in d;; f; creates and dispatches in dy; and
f5 creates in d5 and dispatches in d,.

Table 3.2 presents three optimal solutions to this example instance of the problem.
Solution 1 being the one previously discussed. All solutions use all flows and make use
of five telemetry headers in order to collect all telemetry items contained in the device
interfaces. This means that for this particular instance, the optimal solution value is five

telemetry headers.

Table 3.2: Optimal solutions for the example instance with telemetry capacity equal to 5
sets

Flow Solution 1 Solution 2 Solution 3
1 {(di,d2)(d2,e2)} {(d1,d2)(dz, e2) } {(d1,d2)}
2 {(ds,d3)(d3,e3)} {(da, d3)} {(da, d3)}
3 {(ds,da)(da,dr)(dr,e1)}  {(d3,d2)(da,dy)(dr,e1)}  {(d3, d2)(da,dyi)(dr,e1)}
4 {(ds,d2)} {(ds, ds)(dy, d2)} {(ds, da)(ds, d2)(d2, €2)}
5 {(ds,ds)(ds, d3)} {(ds, d3)(d3, e3)} {(dy, d3)(d3, e3)}

Source: The Authors

If instead of () = 5, the telemetry capacity () was equal to 2, flow f3; would not
be able to collect all of the telemetry data of the interfaces in its path in a single header,
thus, either the telemetry set of the first interface (d3, dz) or the last (d;, e;) would have
to be embedded in a different telemetry header than the other two interfaces. Table 3.3
shows how the solutions adapt to this new constraint. In this scenario, the optimal solution

increases from five report packets being generated to six.

Table 3.3: Optimal solutions for the example topology with telemetry capacity equal to 2
sets

Flow Solution 1 Solution 2 Solution 3
1 {(d1,d2)(dz,e)} {(d1,d2)(dz, e9) } {(d1,d2)}
2 {(da,d3)(d3,e3)} {(da, d3)} {(dz, d3)}
3 {(ds,d2)(da,dr) H{(dr, 1)} {(ds,d2)}{(d2,d1)(d1,e1)} {(d3,da)}{(d2,d1)(d1,e1)}
4 {(ds,do)} {(ds, ds)(ds, d2)} {(ds, ds)(ds, d2)(da, €2) }
5 {(d5,d4)(d4,d3)} {(d47d3)(d3>€3)} {(d4,d3)(d3,€3)}

Source: The Authors
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4 MODELS

In this chapter, two models proposed to solve the NEMO problem are presented.
It is organized as follows. In Sections 4.1 and 4.2, the two models to solve the problem

are presented and in Section 4.3, two lower bounds are described.

4.1 Covering Model Formulation

This section introduces the model we call Covering.

There are three restrictions that have to be ensured when solving the NEMO prob-
lem. First, there has to be a way to control which flow covers each interface. Second,
the network interfaces need to understand which flows need to create and dispatch the
telemetry packets. Third, there has to be a way to control the packet load so that the
telemetry capacity constraint is respected. Thus, the Covering model makes use of three
sets of decision variables to control each one of those requirements. The GLPK code is
available in the Appendix Section.

Table 4.1 represents the variables, parameter, and sets used in the Covering model.
The first column indicates which attribute is being referred to and the second column
briefly describes its role. Variable cqs represents the telemetry load that flow f has when
arriving at device d. Variable x(; indicates if flow f covers interface 7. Variable y,
indicates whether flow f dispatches its telemetry header at device d. To represent the
limit of telemetry items that each flow can have at the same time, () is used, () should be
set at each instance of the problem. Set D represents all the devices within the network.
Set F' represents all the flows in the network. Set I represents all the interfaces in the
network. And, finally, set L is the set that contains the last interfaces of each flow in the

network.
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Table 4.1: Variable, parameter and set definition for the Covering model

Symbol Definition
Variables
cqr € L Load of flow f when arriving at device d

zy € {0,1} Controls whether an interface ¢ is covered by flow f
yagr € {0,1} Defines whether flow f dispatches on device d

Parameter

Q Value that defines the flow telemetry load capacity
Sets

D Devices in the network

F Flows from the network

I Interfaces of the network

L Last interfaces in the network

Source: The Authors

min Z Z Ytd

feFdeD

S.tzxﬁ =1

feF
xp =0

Xfi = Ydf

Ydf = X

Tfi X Q = caf

Ydf — Tfi = —Cef

(—yar +xfi) X Q = cey

cif Scep+ 14+ (1—ap) xQ+yaq x Q
Caf 2 Cef +1—(1—2p) X Q —yar X Q
cdf ezt

zyi € {0,1}

Yar € {0, 1}

Viel

Vie I\f,VfeF

Vfe F\Yi=(d,e) eI, Yde D
Vf e F,Yi=(d,e) € L,Yd e D
Vf e F\Vi=(d,e

Vf € F,Vi=

,€

VfeFVi=

, €

(d,e) €
(de) €
Vfe F,Vi=(d,e) €
(d,e) €
Vfe FVi=(de)e
Vfe F,Yde D
Vfe F\Viel
Yde DVfeF

4.1

(4.2)

(4.3)
(4.4)
4.5)
(4.6)
4.7)
(4.8)
(4.9)

(4.10)

@.11)

4.12)

(4.13)

The model’s objective function is to minimize the number of report packets sent

to telemetry sinks. Since this information is controlled by variable y, the model aims to

minimize the sum of the values in variable y4Vd € D,Vf € F.

Constraint set 4.2 verifies that all interfaces have been covered. Constraint set 4.3
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determines that a flow can only cover an interface that is part of its path. Constraint set 4.4
ensures that a telemetry header can only be dispatched if an item has been collected at
that programmable device, because, if no item was collected, it means that there was no
telemetry header in the flow header stack. Constraint set 4.5 ensures that if a teleme-
try packet has data on the last interface of a flow, then it should dispatch it at such in-
terface. Constraint set 4.6 ensures that the telemetry load capacity is respected. Con-

straint sets 4.7 and 4.8 ensure that the following behavior is followed:

o If z4; equals 1 and c.; equals 0, it means that the telemetry header was dispatched

at device d, therefore y4r equals 1

o If z4; equals 1 and c.y is more than 0, it means that the telemetry header was not

dispatched at device d, therefore y s equals 0

o If x4; equals O, then c.; has to be 0 and y4 also has to be 0, because there was
no telemetry header in the flow header stack (this happens because of the earlier
mentioned restriction that if a flow has a telemetry header, the interface will embed

its data into the header)
Finally, Constraint sets 4.9 and 4.10 ensure that the following is respected:

e [f an item has been embedded in a header and that header was not dispatched, then
the load value should increase by 1 to the next hop. Therefore, if z4; equals 1 and

yar equals 0, c. has to be cq4r plus 1

e [f a header is dispatched, the next hop should have load value equal to 0. Therefore,
if z4; equals 1 and y4 equals 1, ¢4 has to be 0

e [f an interface is not covered by a flow, such flow should not have a telemetry header

when arriving at this interface. Therefore, if x4; equals 0, cq has to be 0

The variable values obtained from example in Figure 3.1 are shown in Table 4.2.
Column Variable represents which variable each entry refers to. Column Flow identifies
the flow. Column From indicates the device that owns the interface which is being cov-
ered. Column 7o represents the device or endpoint to which the interface is connected
via a link in the network. Finally, Column Device represents which device each entry
refers to. It is important to mention that the table only demonstrates the variables which
have the value equal to 1 because showing the whole variable scope would hinder the
understanding of the solution.

Looking at the values of variable z, it is possible to see that flow f; covers inter-

faces (dy, ds) and (da, hy); fo covers (da, d3) and (ds, hy); f3 covers (ds, ds), (da, d;) and
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Table 4.2: Covering model results from example

Variable Flow From To Value Variable Device Flow Value
T 1 d dy 1 Y dy 1 1
T 1 dy hy 1 Y ds 2 1
T 2 ds ds 1 Yy dy 3 1
T 2 ds hs 1 Yy dy 4 1
T 3 ds dy 1 Y dy 5 1
x 3 do d 1 c do 1 1
T 3 d1 hl 1 C d3 2 1
T 4 d4 dg 1 C d2 3 1
T 5) d5 d4 1 C dl 3 2
T 5 d4 d3 1 c d 4 5 1

Source: The Authors

(dy, h1); f1 only covers (dy, ds); and f5 covers (ds, dy) and (dy, d3).

Since, in this example, we considered that the telemetry load capacity was five
(i.e., @ = 5), no flow covers more than five interfaces, and all interfaces covered by each
flow are sequential, we conclude that each flow only needs to dispatch its items once.
Such dispatch should occur on the device of the last interface covered by the flow. So,
flow f; dispatches on device ds; fy dispatches on d3; f3 dispatches on dy; f; dispatches
on d,; and f5 also dispatches on dy.

Since most of the groups only have two interfaces in it, most of the load values
should be 1 (this is due to the fact that when the flow embeds the data from its last inter-
face, it immediately dispatches the telemetry header, not carrying it forward in its path),
that is the case for the second interface for flows fi, f> and f5. Flow f; does not have any
value different than 0 in our table because it only covers a single interface. Flow f3, since
it covers three interfaces, arrives with load value equal to 1 in dy and load value equal to
2 in d1, likewise, if it covered more interfaces, it would increase one-by-one, although
never surpassing the limit set by Q).

To calculate the model’s objective function value, one needs to sum all values
within variable y4. Variable y has value 1 in positions (ds, 1), (ds, 2), (d1,3), (ds4,4) and

(d4,5), therefore the objective value is 5.
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4.2 VRP Model Formulation

This section introduces the model we call VRP.

The second approach is a model based on the Vehicle Routing Problem (VRP).
In VRP, there are customers, which have demands, trucks, which have pre-defined paths
called routes, and a depot, which has the items that the customers demand. To meet the
demands of the customers, trucks need to fetch the items at the depot and then deliver
each item to the intended customer. VRP’s objective function is to minimize the cost of
meeting all customer demands.

In order to formalize NEMO as a generalization of VRP, some analogies need to
be defined. In the VRP problem, trucks need to go to the depot in order to start and end
their journey, this can be reflected with the creation and dispatch of the telemetry headers
to a telemetry sink. In VRP, there is a depot. which is similar to a telemetry sink in
our context. Therefore, from now on, the depot will be called device 0 (d;), so, when a
telemetry header needs to be created, this is interpreted as a truck coming from the depot
(dp) and when it needs to dispatch the data, the truck returns to the depot (dy). The other
aspect is the routes that trucks follow. Since, in NEMO, flows have their paths pre-defined,
there is no such flexibility. Therefore, we associate each route with the path of an existing
flow in the network and fix the route so that it does not change, the only difference is the
ability to use partial routes (meaning that if a flow does not cover all interfaces in its path,
the route related to that flow would consist of only the covered interfaces, likewise, if a
flow needs to use two telemetry headers to cover its interfaces, then it would have two
routes) instead of complete ones.

With the former analogies set, the trucks need to cover all the customers while
gathering items from the depot. In our adaptation of the VRP, the objective is to mini-
mize the trips that trucks need to perform to the depot, which translates into minimizing
the number of telemetry headers created. This models GLPK code is available in the
Appendix Section.

Table 4.3 describes the variable, parameter, and sets used in the VRP model. Vari-
able x4;, controls if route k from flow f covers interface ¢. If x4 = 1, it means that
interface ¢ is covered by route k£ from flow f. The parameter used in VRP is the same
as used in Covering. Likewise, many of the sets used in VRP are the same as used in
the Covering model. Differing from it, we have set I (d) representing all flows leaving

device d via an interface. Likewise, I~ (d) represents all flows entering device d via an



22

Table 4.3: Variable, parameter and set definition for the VRP model

Symbol Definition

Variables
xpix € {0,1}  Controls whether interface ¢ from a flow f is covered by route &

Parameter

Q Value that defines the flow telemetry load capacity
Sets

D Devices in the network

F Flows from the network

1 Interfaces of the network

I Interfaces related to router g

K Routes in the network

Source: The Authors

interface. Set I, represents the interfaces of device dy. And, finally, set K is a set that
represents all routes, it ranges from 1 to NV, where /V is the number of flows present in the

network.

fer il keK

st Y wp=1 Viel (4.15)

feF keK

S wm= Y. am Vde DNf e FVke K (4.16)
ieIt(d)uIy i€~ (d)uly
Tk =0 Vie I\f,Vfe F,Vke K 4.17)
M am <1 Vk € K (4.18)
feFiers
S <@ Vke K (4.19)
i€l feF
zpp € {0,1} Vfie F,\Vie IVk e K (4.20)

Statement 4.14 presents the objective function of the model. As the objective
of the model is to minimize the number of telemetry header creation and dispatches, in
an analogy to VRP, the objective is to minimize the number of trips to the depot (dy),
therefore, minimize the sum of values in variable x;;,Vf € F,Vi € Iy,Vk € K.

Constraint set 4.15 ensures that all interfaces are covered. Constraint set 4.16
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Table 4.4: VRP model results from example

Flow From To Route

1 do d1 1
1 dy dy 1
1 dy he 1
1 he  dy 1
2 do dQ 2
2 dg d3 2
2 dg h3 2
2 hs dy 2
3 do ds 3
3 ds dy 3
3 dg d1 3
3 d; hi 3
3 hl do 3
4 dy dy 4
4 d4 dQ 4
4 dg do 4
5) do d5 5)
5 ds dy 5
5 dy ds 5
5) dg do )

Source: The Authors

guarantees the flow conservation, meaning that whenever a flow enters a programmable
device, it has to exit. Constraint set 4.17 guarantees that an interface can only be covered
by a route belonging to a flow that goes through it. Constraint set 4.18 ensures that each
route can only contain interfaces that belong to the same flow. Constraint set 4.19 verifies
that the telemetry load limit, (), is respected.

The variable values obtained from example in Figure 3.1 are shown in Table 4.4.
It is important to mention that the table only demonstrates the variables which have the
value equal to 1 because showing the whole variable set would hinder the understanding
of the solution.

Let us consider Table 4.4. One may notice that route 1 covers interfaces (d;, ds)
and (ds, ho); route 2 covers (ds, ds) and (ds, h3); route 3 covers (ds, ds), (ds,d;) and
(dy, hy); route 4 covers (dy, ds); and route 5 covers (ds, dy) and (dy, d3).

In this example, () = 5 was used. From Table 4.4, we see that no route covers
more than five interfaces, therefore, each route only needs to create one telemetry header
to be able to embed all telemetry data from different interfaces. To dispatch the headers,

the routes need to return to the depot. So, after route 1 passes by ho, it goes back to d,
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Figure 4.1: Unbounded example topology

1 1 1 1 1
—_ = > > >
Source: The Authors

the same is true for route 2 with hs, route 3 with h;, route 4 with d, and route 5 with ds.
As mentioned in the previous paragraph, to ensure that no route has exceeded the
telemetry load capacity, one needs to observe the number of interfaces covered by such
route and the number of trips to the depot that were made. In Table 4.4, it is observed that
route 1 covers 2 interfaces, therefore, it has value 2, which does not exceed the limit set
by ). When checking the other routes, we observe that route 2 has load value 2, route 3
3, route 4 1 and route 5 2. As expected, no route has exceeded its telemetry load capacity.
To obtain the model’s objective value, one needs to sum the values in variable x ¢,
which have originated from the depot (dy). Therefore, route 1 originates in interface (dy, d;);
route 2 in (dy, dy); route 3 in (r0,73); route 4 in (r0,r4); and route 5 in (r0, r5). Thus,

the objective value is 5.

4.3 Lower Bounds

This section presents two lower bounds for the NEMO problem. The first, Un-
bounded, utilizes the same model as Covering but without the carrying limitation. This
means that restrictions 4.6, 4.7, 4.8, 4.9, and 4.10 were adapted to ignore telemetry load
capacity related restrictions. The second is an integer programming relaxation, which we
call Relax, of the Covering Model, meaning that all variables now accept fractional in-
stead of only integer values. The section organization is as follows. In Section 4.3.1 we
present an example where Unbounded achieves better results than those of Figure 3.1. In
Section 4.3.2 we present the output obtained when using the example provided in Fig-

ure 3.1 as input for Relax. The GLPK implementations are available in the Appendix.

4.3.1 Unbounded Example

If we consider Figure 3.1 again, when () = 5, no flow is affected by the telemetry

capacity. Therefore, the solution value for the Covering model is the same as the solution
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Table 4.5: Solution to Unbounded example

Variable Flow From To

x 1 d; ds . ;

. 1 d ds Variable Device Flow

T 1 ds dy Y ds 1

x 1 dy ds

T 1 d5 hg

Source: The Authors
Table 4.6: Solution to Relax example

Variable Flow From To Value Variable Device Flow Value
x 1 d; dy 1 Yy dy 1 0.2
T 1 do hy 0.2 Y ds 2 0.2
T 2 dg d3 1 Y dl 3 1
x 2 ds hs 0.2 Yy dy 4 0.8
X 3 dg d1 1 c d 9 1 1
T 3 d1 hl 1 C d3 2 1
T 4 d4 d2 1 C d2 3 1
Xz 4 dg h2 0.8 C d2 4 1
T 5) ds dy 1 c dy 3 2
€T 5) d4 d3 1 c d 4 5 1
T 5 d5 hg 0.8 C dg 5 2

Source: The Authors

of the Lower bound. Instead, let us consider an example described in Figure 4.1. As
can be seen in Table 4.5, the solution value is 1, whereas, when solving it using the
Covering model with () = 3, for example, the solution value would be 2. This means that
Unbounded provides better solution values when compared with models which operate

with low capacity (e.g., low Q).

4.3.2 Integer Programming Relaxation Example

Table 4.6 represents the values obtained when using Relax to find the solutions
for the example provided in Figure 3.1. One can observe, by the sum of the values in
variable y, that the lower bound found by Relax, is 3. It is able to achieve lower values
because multiple routes end up at the same programmable device and with the ability to

have fractional values, it combines them to create fewer telemetry packets.
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5 EXPERIMENTAL EVALUATION

This chapter presents the computational results obtained. The chapter is organized
as follows. In Section 5.1, the test instances and the testing process are described. In
Section 5.2, the details and results of the tests are presented. In Section 5.3, we analyze
the results presented in Section 5.2 for the Covering Model. In Section 5.4 the results

obtained when using VRP are discussed. In Section 5.5, both model results are compared.

5.1 Datasets

All the topologies used are from TopologyZoo (KNIGHT et al., 2011). These are
all real wide area networks and they vary in device, interface and flow count. In total, 119
topologies were used, each with five different levels of network activity (represented as
flows), totalizing a set of 595 instances.

Each topology provided in TopologyZoo (KNIGHT et al., 2011) has a file de-
scribing traffic demands between each pair of programmable devices, this value is given
in Mbps. Therefore, in a topology with n programmable devices, n x (n — 1) values are
represented. To understand how different levels of network activity influences solution
values, five activity variations of each topology were generated. In the first variation,
a flow between each pair of devices is generated. In the other four variations, only the
flow pairs with the highest traffic demands are used (e.g., the pairs with the highest Mbps
demand value). The second variation utilizes only the 80% highest demands. The third,
fourth and fifth variations use 60%, 40%, and 20% respectively.

To better understand how the topologies are distributed, in terms of device, inter-
face and flow count, Table 5.1 was generated. Column Property identifies what property
each row is referring to. Column Value refers to the interval in which the values are
located in. Column Quantity represents the number of topologies within that category.
Therefore, it is possible to observe that 202 topologies have between 1 and 50 devices.
The remaining rows follow the same approach.

Based on the provided information, we notice that smaller topologies (e.g., 1 <
|ID| < 50; 1 < |I| <50;1 < |F| < 100) are the most recurrent. They represent 32%
of all topologies. While larger topologies (e.g., 251 < |D| < 400; 251 < |I] < 500;
3001 < |F| < 15000) only represent 11%. The flow count is usually higher, when

compared to the device and interface count, due to the fact that, for each device, there is
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Table 5.1: Distribution of topologies

Property Value Quantity
DI 1-50 202
DI 51-100 190
DI 101-150 128
DI 151-250 39
IDI 251-400 33
[TI 1-50 117
[TI 51-100 129
[TI 101-150 103
11 151-250 163
[TI 251-500 80
|FI 1-100 105
|FI 101-500 146
|FI 501-1000 107
|FI 1001-3000 139
IFI 3001-15000 95

Source: The Authors

at least one variation of each topology that has (n — 1) flows connecting it, where n is the

device count. Thus, the flow count is always higher than the device count.

5.2 Experimental Environment

All tests were performed in a computer with 11G B of RAM memory, Intel(R)
Core(TM) 17 930 @ 2.80GHz CPU and Linux Ubuntu 18.04 LTS 64 bits operating system.

All models were developed to be compatible with the GLPSOL solver. GLPSOL
has a built-in functionality that converts the models developed in its format to the CPLEX
format. All tests were performed with the usage of the CPLEX solver. The thread limit
was set at four threads, the timeout was set to an hour and the standard cuts were enabled.
To solve the linear programming models, the LP solver option of CPLEX was used. The
value used for parameter () was 5. The same configuration was used for all tests. The
Covering model tests finished in four days. The VRP model tests finished in seventeen
days. Unbounded tests finished in eight hours. Relax finished in five hours.

To showcase the results, Table 7.5 presents the results for the two models and the

two lower bounds. To summarize the results, Table 5.2 is provided.



Table 5.2: Solution group results for tests on all instances

|D| || |F| Group #Instances Covering VRP Unbounded Relax
Sol Time CPLEX Gap(%)| Sol Time CPLEX Gap(%)| Sol Time Gap,(%)| Sol Time Gap,(%)
<12 1 19 5.3 0.0 0.0] 53 0.1 0.0 53 0.0 0.0 39 0.0 26.0
<25 <25 2 15 7.3 0.0 0.0 7.3 0.1 0.0/ 73 0.0 0.0/ 58 0.0 20.9
1- 30 91 < 3 16 7.8 0.0 00| 7.8 0.3 0.0 7.8 0.0 0.0 72 0.0 7.3
<60 4 24 14.0 0.1 0.0/14.0 1.3 0.0] 139 0.0 0.6 9.8 0.0 30.1
26 < |1<90 5 21 13.8 0.1 0.0/13.8 2.1 0.0] 13.8 0.0 0.0| 10.8 0.0 21.8
91 < 6 20 14.6 0.3 00146 7.6 00| 146 0.0 0.0 13.1 0.0 9.6
<150 |7 21 23.5 0.3 0.0/23.5 552 0.0] 23.3 0.0 1.0| 16.8 0.0 28.5
<75 <230 |8 21 21.0 1.7 0.0[21.0 46.7 0.0 209 0.1 02| 17.7 0.0 15.7
31 — 60 501 < 9 22 22.3 1.8 0.0122.4 309.9 03] 223 0.1 0.0 209 0.1 6.3
< 325 10 26 33.5 3.5 0.0 332 0.1 09| 225 0.0 32.8
76 < | <500 11 24 304 9.0 0.0 303 0.2 03| 245 0.1 19.6
501 < 12 27 33.2 14.2 0.0 332 03 0.0 27.8 0.1 16.2
<500 |13 18 41.5 5.7 0.0 409 0.2 1.5] 304 0.1 26.6
<125[< 800 |14 18 35.1 248 0.0 349 04 0.5| 325 0.2 7.3
61 — 90 1201 < |15 18 36.2 10.0 0.0 36.1 0.7 03| 348 0.3 3.8
< 800 16 20 54.3 21.9 0.0 53.8 04 0.8 36.7 0.2 32.4
126 << 1200 |17 19 46.2 246.0 0.1 457 0.8 1.0] 382 0.3 17.3
1201 < |18 20 48.4 323.1 04 48.3 1.6 0.2 420 0.5 13.2
<1000 |19 21 70.0 88.3 0.0 69.5 0.6 0.7] 500 03 28.6
< 195[< 1900 |20 19 584 179.5 0.0 58.3 1.7 0.2 50.8 0.6 13.0
91 — 130 2701 < |21 18 57.5 1314.6 1.6 57.5 2.9 00| 536 1.0 6.8
< 1800 |22 20 71.6 427.8 0.2 71.2 1.5 0.6| 53.8 0.6 24.9
196 << 2700 |23 18 66.7 1854.8 1.2 664 38 0.5] 56.8 1.1 14.8
2701 < (24 19 64.9 2029.7 1.4 649 5.1 00| 593 1.6 8.6
< 2750 |25 18 84.8 1093.8 1.0 833 2.8 1.8] 69.5 1.1 18.0
< 300[<4300 |26 20 75.9 2147.2 1.7 75,5 7.3 0.6 71.3 2.8 6.1
131 < 15001 < |27 19 80.3 1353.2 0.4 80.2 23.1 02| 789 84 1.7
= < 8000 |28 18 146.5 3601.5 12.8 127.6 228 12.9]109.7 8.2 25.1
301 < | < 15000 (29 17 167.7 3377.1 13.3 1384 77.7 17.51127.5 229 24.0
15001 < |30 16 189.5 3299.3 13.1 148.8 352.4 21.5] 41.6 14.6 78.0
| | 54.1 7143 16| | 50.9 169 2.1| 40.6 22 19.5

Source: The Authors
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The column organization of Table 5.2 is as follows. Column | D| represents the in-
terval of the number of programmable devices that each group of instances has. Columns
|I| and | F'| follow the same concept of column | D|, but for interfaces and flows, respec-
tively. For example, if a topology belongs to the first group, it means that it has between
one and thirty devices, has twenty-five interfaces or less and has twelve flows or less. Col-
umn Group presents the group id. Column #Instances indicates the number of topologies
in each topology group. Columns Covering Sol, Covering Time and Covering CPLEX
Gap represent the average, average meaning the sum of the obtained values divided by
the number of topologies in such group, of the solution, time and CPLEX gap, the CPLEX
gap represents the difference between upper and lower bound solutions found by CPLEX.
The VRP and Lower bound columns follow the same concept. Columns Gap, represent
the gap between the solutions found by the Covering model and the Lower Bound. The
Gap, for VRP was not calculated. To calculate the Gap,, the formula is:

Gap, = 100 x CoveringSol. — LowerSol.

CoveringSol.

5.3 Covering Model Analysis

If we consider groups 1 to 16, all topologies were able to find an optimal solution
in, on average, less than a minute. If the scope is stretched to group 27, however, it
is noticeable that, even though these larger topologies did not find an optimal solution,
the average gap never surpassed 2%. When analyzing the test results individually, in
Table 7.5, it is possible to see that this is a consequence of the model finding optimal
solutions for many topologies. In the case of group 26, the group that presented the
highest gap, out of the twenty topologies, thirteen succeeded in finding optimal solutions,
the other seven topologies had gap values of 2.78%, 1.39%, 2.20%, 9.73%, 2.67%, 6.58%,
1.14% and 7.23%. When calculating the average of the values, the average found is 1.7%.
Therefore, we can conclude that, even though the model could not find optimal solutions
for some topologies, the average gap of the group is low because it found optimal solutions
for the majority of the topologies.

When focusing on the bigger topology groups, such as 28, 29 and 30, it is clear
that the time average rises drastically. Since the tests were executed with a one hour limit,

and the average time nears an hour. This means that almost no topology was able to find
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an optimal solution and the execution had to be stopped. This is also reflected by the
average gap value, which revolves around 13%. Even though these tests were not able to
find an optimal solution when comparing the solutions to the solutions provided by the
Lower bound, the difference is not too expressive, it averages 17%. This means that the
chances of the scenarios of improving the best-known solution were low.

The solution values found by the Covering model are very similar to the values
found in the lower bound solutions. When considering solutions found by the Unbounded
lower bound, the gap is almost neglectful. In the best case, the optimal solution found by
the Covering model is the same as the one found in Unbounded. In the worst case, where
the Covering model was unable to find an optimal solution, the solution value found by
the Covering model is only 21% higher than the one found by Unbounded. On average,
the gap is 2.1%.

Topologies with a higher level of activity take longer to run because there are more
flows that the solver has to consider. However, the solution value is lower because, if a
flow reaches its carrying limitation, the chances of another flow sharing an interface are
higher, so a different flow can cover this interface instead of the same flow creating a new
telemetry header. This can be observed in Table 5.2. Groups that have a higher number of
flows tend to have a lower solution value than the ones that have a lower number of flows.
The only exception to this pattern are topologies located in groups 28, 29, and 30 because
the solver reached its execution time limit, therefore it did not reach the threshold where

the solution values become lower.

5.4 VRP Model Analysis

In this section, the results obtained by testing the VRP model are discussed. The
difference between the results obtained by the Covering model and those obtained by
the VRP model is that there are many rows which are empty for VRP. This is because
the VRP model presented memory barriers. Since it only uses one decision variable set,
and it controls all the different requirements of the problem, the number of variables
in this model is much higher than in Covering. So, when trying to generate the linear
programming data format, GLPSOL runs out of memory when generating the tree of
possible values for the variables and constraints.

When considering the first 9 groups, it is possible to see that most tests succeeded

in finding optimal solutions. Furthermore, the time elapsed for the majority of the tests
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did not surpass one minute. The average gap between the solution found from VRP and
the one found by Unbounded is 0.3%, the lowest is 0%, and the highest is 0.8%. Starting
from group 10, some topology models were not generated because the computer ran out
of memory, therefore, we omitted the data as to not hinder data visualization with partial

information. After group 17, no topology was able to execute due to the memory limits.

5.5 Comparison

In order to compare both models, two metrics were considered. Since we want to
better understand the relation between the topology size to the time taken to run its test,
the first metric is the time elapsed running each test. Likewise, we want to know how the
gap of the solution found is affected by the topology size, the second metric is the solution
gap. In order to have a cleaner visualization of this information, two Plots 5.1 and 5.2 were
generated.

Figure 5.1 is the plot that shows the relationship between the execution time and
size (size is the result of a multiplication of the number of devices, flows, and interfaces)
of a topology. On the x-axis, the size is represented and on the y-axis, the time elapsed
is represented. Both axes are on a logarithmic scale in order to facilitate data visualiza-
tion. The circles represent the solutions found when using the Covering model and stars
represent the solutions found when using the VRP model.

In general, the Covering model finds optimal solutions faster than the VRP model.
From the plot, one can observe that the Covering model finds solutions ten times faster.
When the size of the topology is around 10°, the VRP model runs into memory issues.
Therefore, after that, only the Covering model is able to run. Not only small topologies
are quick to execute. Any topology that does not provide many feasible solutions also
gets executed very fast. That happens because there are not many possibilities to be
explored. For example, a topology which only has one flow going through each interface
only presents one feasible solution, consequently, it would execute much faster than a
topology which has a higher level of network activity, although it will probably have a
higher solution value as well. We can confirm this by comparing similar topologies with
different levels of activity.

Figure 5.2 is a plot that shows the relationship between the topology size and so-
lution gap. The gap represents the gap values returned by CPLEX which is the difference

between the upper and lower bound values found at the end of the execution. If they are
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Figure 5.1: Plot representing relation between time and size
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the same, the gap is 0 and the solution is optimal. If the values are not the same, the gap
is higher than 0, but there is a chance that the solution found thus far is optimal, however,
the solver was not able to confirm before timing out. On the x-axis the size is represented
and on the y-axis, the solution CPLEX gap is represented. Like the first plot, the size
is represented in logarithmic scale in order to facilitate data visualization, circles repre-
sent the values obtained by running the Covering model and the stars represent the values
obtained when running the VRP model.

In smaller topologies (i.e., size < 10%), both models find optimal solutions. How-
ever, when topologies increase in size, VRP starts faltering while Covering still finds op-
timal solutions, this is observed when the size nears 10°. When the size reaches 107, VRP
is no longer executed, however, Covering still finds optimal solutions. As the topologies
reach near 10® in size, Covering is not able to find optimal solutions anymore.

The reason that the Covering model executes much faster than the VRP model is
that of the set of decision variables sets and its constraints. The Covering model has three
decision variables each with a specific purpose, while the VRP model has a single decision
variable which suits all problem requirements. VRP model also uses a lot of constraints

that need to consider the whole variable scope. This greatly increases the tree of possible
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Figure 5.2: Plot representing relation between gap and size
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values which needs to be tested while the Covering model has compact constraints. This,
ultimately, leads to the Covering model executing much faster. Therefore, based on the
information provided, we conclude that the Covering model is much better for both time
and gap aspects. It runs much faster than the VRP model and finds optimal solutions in

topologies that the VRP is unable to run.
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6 FINAL CONSIDERATIONS

Network monitoring has been the subject of many discussions and proposals in
recent years. This is due to the fact that, with recent technology advances, the complex-
ity of accurately diagnosing network events, and the need for more detailed information
regarding device state, in a timely manner has risen. In an attempt to efficiently diagnose
network events through the usage of in-band telemetry, we introduce the Network Moni-
toring Optimization (NEMO) problem, which aims to provide optimal packet distribution
within flows while obtaining precise and timely information with low network overhead.

We propose two models that represent different approaches to solving the NEMO
problem. The Covering model utilizes a straight-forward approach to solving the problem,
while the VRP model is a generalization of the Vehicle Routing Problem. Both models
can find similar solutions in small topologies (i.e., size < 10°) but the Covering model
runs about ten times faster and uses less memory (in our landscape, the VRP model is
unable to execute for scenarios with size > 107), where the Covering model still thrives.
In big topologies (i.e., size > 107) it was not possible to generate the VRP model, because
it requires too much memory. Consequently, the Covering model is the best choice when
solving any instance of NEMO.

When comparing the solutions provided by the Covering model, for topologies
with up to 300 interfaces, against the solutions provided by the Lower bound, we notice
that the gaps never exceed 2%. Therefore, solutions provided by the Covering model are
very close to the lower bound solutions. In topologies that have more than 300 interfaces,
the Covering model was unable to finish in under an hour, therefore, the solutions found
are not optimal. In this case, the gaps average 17%.

In the path of formalizing this study, it was possible to notice that there are many

related branches that could be explored, for example:

e Usage of metaheuristics to solve the Network Monitoring Optimization Problem;

e Usage of reoptimization. It consists in developing a new model which takes into
account existing solutions to solve similar inputs;

e Proof of NP-completeness of the NEMO problem. The initial idea was to include

this in this work, but due to lack of time, it was not possible.

All the codes and models utilized for this study are available in the author’s GitHub
repository (SPANIOL, 2018).
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7 APPENDIX

7.1 GLPK Code Covering

B3

that

ET

gets data from

# Authors: Fernando Spaniol, Luciana Buriol, Jonatas Marques,

Gaspary

set S;

In—band Telemetry Optimization problem

all routers present at a landscape

# Array of indexes of flows

set V;

> # Set that defines what routers are in a network

set F{s in S} within (V cross V);

# All flows in an environment

set Last{s in S}

within (V cross V);

# All flows in an environment

set A within (V

cross V);

# Set of archs in a network

3 var C{S,V} >= 0;

# Control the weight that each route is handling

var Y{S,V} >=0,
# Check whether

var X{A,S} >=0,
# Check whether

param q;

33 # Capacity that

binary ;

route k dispatches on device V

binary ;

arch A is handled by route K

each flow can carry at one same time

37

This problem finds the least amount of telemetry data fetch possible
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64

65
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3 #

38

minimize groups: sum{s in S, u in V} Y[s,u];

#

amount of telemetry submitions

.t. checkFlow {(u,v) in A}: sum{s in S} X[u,v,s] =

check if all archs are being covered by a route

l;

.t. sameFlow{s in S, (u,v) in A diff F[s]}: X[u,v,s] = 0;

Make sure that a route only takes items from passes through a flow

with same index

.t. deliver{s in S, (u,v) in F[s]}: X[u,v,s] >= Y[

s,ul;

A route can only deliver if it collects on that device

.t. receive{s in S, (u,v) in F[s]}: C[s,u] <= X[u,v,s] * q;

If a device is not going to collect a flow, it should have never

gotten any weight

.t. weightl{s in S, (u,v) in F[s]}: Y[s,u] — X[u,v,s] >= —C[s,Vv];

If a route carries and not delivers , bind the weight, if it carries

and delivers , the weight has to be 0

Ik

Limit the capacity of a flow and make

.t. bindWeightl{s in S, (u,v) in F[s]}:

u,v,s]) * q + Y[s,u] * q;
First bindage of the weight

.t. bindWeight2{s in S, (u,v) in F[s]}:

u,v,s]) * q— Y[s,u] * q;
Second bindage of the weight

Dispatch the last device

solve ;

€n

d;

7.2 GLPK Code VRP

it dispatch

Cls,v] <=

Cls,v] >=

.t. dispatchLast{s in S, (u,v) in Last[s]}: Y[s,u]

.t. weight2{s in S, (u,v) in F[s]}: (=Y[s,u] + X[u,v,s]) x q >= C[s,vV

Cls,u] + 1 + (1 — X[

Cls,u] + 1 — (1 — X[

>= X[u,v,s];
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In—band Telemetry Optimization problem
Vehicle Routing Problem based approach
This problem finds the least amount of telemetry data fetch
that

# gets data from all routers present at a landscape

# Authors: Fernando Spaniol, Luciana Buriol, Jonatas Marques,
Gaspary

set V;

» # Set that defines what routers are in a network

set S;

# Array of indexes of flows

set Z := {0};
# Set that has the base router

set A within (V cross V);

# Set of archs in a network

3 set K := 1 .. card(A);

# Set that defines the indexes of the routes

set Last{s in S} within (V cross V);

# Dummy to not have to alter the inputs

set F{s in S} within (V cross V);

# All flows in an environment

var X{A union (V cross Z) union (Z cross V),K,S} >=0, binary;

s # Check whether arch A from flow F is handled by route K

G

&

param q;

# Capacity that each group an handle

minimize groups: sum{v in V, k in K, s in S} X[0,v,k,s];

# amount of telemetry submitions

39

possible

Luciano
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s.t. checkFlow{(u,v) in A}: sum{s in S} sum{k in K} X[u,v,k,s] >= 1;

> # check if all archs are being covered by a route

s.t. keepFlow{k in K, s in S, v in V}: sum{(a,v) in (F[s] union (Z
cross {v}))} X[a,v,k,s] = sum{(v,b) in (F[s] union ({v} cross Z))}
X[v,b,k,s];

s # This binds the route to go back to the base router

s.t. bindFlow{k in K, s in S, (u,v) in A diff F[s]}: X[u,v,k,s] = 0;
# A link can only be handled by a flow that has it

s.t. oneFlow{k in K}: sum{s in S} sum{(u,v) in (Z cross V)} X[u,v,k,s]
<= 1;

# The route only has one group

s3s.t. weight{k in K}: sum{s in S} sum{(u,v) in A} X[u,v,k,s] <= q;

54

5¢

H*

15

# limit the weight of each group

solve ;

end ;

7.3 GLPK Code Unbounded

HH

In—band Telemetry Optimization problem

This problem finds the least amount of telemetry data fetch possible

that

HH

gets data from all routers present at a landscape

# Authors: Fernando Spaniol, Luciana Buriol, Jonatas Marques, Luciano

Gaspary

set S;

# Array of indexes of flows

set V;

» # Set that defines what routers are in a network

set F{s in S} within (V cross V);

# All flows in an environment



set Last{s in S} within (V cross V);

# All flows in an environment

set A within (V cross V);

# Set of archs in a

network

» var Y{S,V} >=0, binary;

# Check whether route k dispatches on device V

var X{A,S} >=0, binary;

# Check whether arch A is

handled by route K

minimize groups: sum{s in S, u in V} Y[s,u];

# amount of telemetry submitions

2 s.t. checkFlow{(u,v

) in A}: sum{s in S} X[u,v,s] = 1;

s # check if all archs are being covered by a route

s.t. sameFlow{s in S, (u,v) in A diff F[s]}: X[u,v,s] = 0;

# Make sure that a

with same index

route only takes items from passes through a flow

s.t. deliver{s in S, (u,v) in F[s]}: X[u,v,s] >= Y[s,u];

# A route can only

s.t. dispatchLast{s

> # Dispatch the last

s.t. break{s in S,
X[v,z,s1];

s # Need to dispatch

solve ;

s end ;

7.4 GLPK Code Integer Programming Relaxation

> # In—band Telemetry

3 #

deliver if it collects on that device

in S, (u,v) in Last[s]}: Y[s,u] >= X[u,v,s];

device

(u,v) in F[s], (v,z)

in case the next one

Optimization problem

in F[s]}: Y[s,u] >= X[u,v,s] —

is

not selected
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# This problem finds the least amount of telemetry data fetch possible
that

# gets data from all routers present at a landscape

#

# Authors: Fernando Spaniol, Luciana Buriol, Jonatas Marques, Luciano

Gaspary

set S;

# Array of indexes of flows

> set V;

s # Set that defines what routers are in a network

set F{s in S}, dimen 2;

# All flows in an environment

set Last{s in S}, dimen 2;

# All flows in an environment

set A, dimen 2;

# Set of archs in a network

var C{S,V} >= 0;
# Control the weight that each route is handling

var Y{S,V} >=0;
# Check whether route k dispatches on device V

var X{A,S} >=0;
# Check whether arch A is handled by route K

3 param q;

# Capacity that each flow can carry at one same time

» minimize groups: sum{s in S, u in V} Y[s,u];

# amount of telemetry submitions

s.t. checkFlow {(u,v) in A}: sum{s in S} X[u,v,s] = 1;

# check if all archs are being covered by a route

s.t. sameFlow{s in S, (u,v) in A diff F[s]}: X[u,v,s] = 0;



with same index
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3 # Make sure that a route only takes items from passes through a flow

s.t. deliver{s in S, (u,v) in F[s]}: X[u,v,s] >= Y[s,u];

# A route can only deliver if it collects on that device

s.t. receive{s in S, (u,v) in F[s]}: C[s,u] <= X[u,

v,s] * q;

# If a device is not going to collect a flow, it should have never

gotten any weight

s.t. weightl{s in S, (u,v) in F[s]}: Y[s,u] — X[u,v,s] >= —C[s,v];

# If a route carries and not delivers, bind the weight, if it carries

and delivers , the weight has to be 0

s.t. weight2{s in S, (u,v) in F[s]}: (=Y[s,u] + X[u,v,s]) x q >= C[s,vV

I
# Limit the capacity of a flow and make it dispatch

s.t. bindWeightl{s in S, (u,v) in F[s]}: C[s,v] <=
u,v,s]) * g+ Y[s,u] x q;
# First bindage of the weight

s.t. bindWeight2{s in S, (u,v) in F[s]}: C[s,v] >=
u,v,s]) * q— Y[s,u] * q;
# Second bindage of the weight

3 s.t. dispatchLast{s in S, (u,v) in Last[s]}: Y[s,u]

# Dispatch the last device

solve ;

end ;

7.5 Result Table

Cls,u] + 1 + (1 — X[

Cls,u] + 1 — (1 — X[

>= X[u,v,s];



Table 7.1: Result table

Instance Name |D| |I| |F]| Covering VRP Unbounded Relax

Sol Time CPLEX Gap Sol Time CPLEX Gap Sol Time Gap, Sol Time Gap,
z0o_7_3 5 6 3 3 0.01 0.00 3 0.04 0.00 3 0.00 0 2 0.00 33.33
z00_7_5 7 9 5 4 0.01 0.00 4 0.05 0.00 4 0.00 0 3 0.00  25.00
zoo_7_7 7 9 7 4 0.01 0.00 4 0.04 0.00 4 0.00 0 3 0.00  25.00
zoo_8_12 8 13 12 6 0.01 0.00 6  0.06 0.00 6 0.01 0 4 0.00 33.33
z00_8 9 8 12 9 6 0.01 0.00 6 028 0.00 6 0.00 0 4 0.00 33.33
z00_9_6 7 10 6 6 0.01 0.00 6 0.05 0.00 6 0.00 0 3 0.00  50.00
zoo_10_12 10 14 12 5 0.01 0.00 5 012 0.00 5 0.01 0 5 0.00 O
zoo_10_16 10 14 16 5 0.01 0.00 5 0.07 0.00 5 0.01 0 5 0.00 O
zoo_10_20 10 14 20 5 0.01 0.00 5 0.04 0.00 5 0.01 0 5 0.00 O
zoo_10_4 7 8 4 3 0.01 0.00 3 005 0.00 3 0.01 0 3 0.00 O
zoo_10_8 8 118 4 0.01 0.00 4 024 0.00 4 0.01 0 4 000 O
zoo_11_12 9 14 12 6 0.01 0.00 6 0.13 0.00 6 0.01 0 4 0.00 33.33
zoo_11_6 10 11 6 5 0.01 0.00 5 0.13 0.00 5 0.00 0 4 0.00  20.00
zoo_12_12 1 15 12 6 0.01 0.00 6  0.06 0.00 6 0.01 0 5 0.00 16.66
zoo_12_18 10 15 18 5 0.02 0.00 5 0.16 0.00 5 0.01 0 4 0.00  20.00
zoo_12_24 12 19 24 6 0.09 0.00 6 022 0.00 6 0.01 0 6 0.00 O

144



zoo_12_30 12 19 30 6 0.02 0.00 6 0.24 0.00 6 0.01 0 6 000 O
zoo_12_6 8 11 6 5 0.01 0.00 5 0.29 0.00 5 0.00 0 4 0.00  20.00
zoo_12_9 11 15 9 8 0.01 0.00 8 0.02 0.00 8 0.00 0 5 0.00 37.50
zoo_13_12 9 15 12 6 0.01 0.00 6 0.28 0.00 6 0.01 0 4 0.00  33.33
zoo_13_17 12 18 17 5 0.01 0.00 5 0.05 0.00 5 0.01 0 5 0.00 O
z0o_13_33 13 18 33 6 0.02 0.00 6 0.23 0.00 6 0.01 0 6 000 O
zoo_13_9 10 13 9 7 0.01 0.00 7 0.13 0.00 7 0.01 0 4 0.00 42.85
zoo_14_17 4 19 17 7 0.01 0.00 7 0.12 0.00 7 0.01 0 7 0.00 O
zoo_14_25 13 21 25 6 0.01 0.00 6 0.16 0.00 6 0.01 0 6 0.00 O
zoo_14_33 14 22 33 7 0.03 0.00 7 0.40 0.00 7 0.01 0 7 0.00 O
z00_14_42 14 22 42 7 0.03 0.00 7 0.65 0.00 7 0.01 0 7 0.00 O
zoo_14_9 10 13 9 4 0.01 0.00 4 0.24 0.00 4 0.01 0 3 0.00  25.00
zoo_15_15 13 21 15 1 0.01 0.00 1 0.05 0.00 1 0.01 0 5 0.00 54.54
zoo_15_45 I5 21 45 7 0.03 0.00 7 0.49 0.00 7 0.01 0 7 0.00 O
z00_16_12 11 13 12 5 0.01 0.00 5 0.03 0.00 5 0.01 0 5 0.00 O
z00_16_23 14 21 23 8 0.02 0.00 8 0.10 0.00 8 0.01 0 6 0.00  25.00
z0o_16_34 16 25 34 9 0.04 0.00 9 0.38 0.00 9 0.01 0 8 0.00 11.11
z00_16_45 15 24 45 7 0.04 0.00 7 0.45 0.00 7 0.01 0 7 000 O
z00_16_56 16 25 56 8 0.05 0.00 8 0.54 0.00 8 0.02 0 8 0.00 O

Sy



zoo_17_29 16 37 29 29  0.03 0.00 29 043 0.00 29 0.00 0 13 0.00 55.17
zoo_18_15 14 23 15 15  0.02 0.00 15 0.28 0.00 15 0.00 0 7 0.00  53.33
zoo_18_29 14 20 29 8 0.02 0.00 8 0.16 0.00 8 0.01 0 7 0.00 12.50
z00_18_43 16 25 43 10 0.04 0.00 10 0.37 0.00 10 0.01 0 7 0.00  30.00
zoo_18_57 17 26 57 10 0.04 0.00 10 0.79 0.00 10  0.01 0 8 0.00  20.00
z0o_18_72 18 28 72 10 0.07 0.00 10 1.36 0.00 10 0.02 0 9 0.01  10.00
zoo_19_15 13 18 15 8 0.01 0.00 8 0.04 0.00 8 0.01 0 6 0.00  25.00
zoo_19_18 16 21 18 10 0.01 0.00 10  0.06 0.00 10 0.01 0 7 0.00  30.00
zoo_19_29 16 23 29 10 0.02 0.00 10 0.16 0.00 10 0.01 0 7 0.00  30.00
zoo_19_57 18 30 57 12 0.05 0.00 12 1.08 0.00 12 0.02 0 9 0.00  25.00
z00_19_72 18 30 72 12 0.06 0.00 12 1.19 0.00 12 0.02 0 9 0.01  25.00
z0o_20_17 13 17 17 7 0.01 0.00 7 0.04 0.00 7 0.01 0 6 0.00 14.28
zoo_20_18 15 17 18 6 0.01 0.00 6 0.06 0.00 6 0.01 0 6 0.00 O
z00_20_25 13 18 25 6 0.01 0.00 6 0.08 0.00 6 0.01 0 6 0.00 O
z0o_20_33 14 20 33 7 0.02 0.00 7 0.14 0.00 7 0.01 0 7 0.00 O
z00_20_36 19 26 36 11 0.02 0.00 11 0.21 0.00 11 0.01 0 9 0.00 18.18
z00_20_42 14 20 42 7 0.02 0.00 7 0.19 0.00 7 0.01 0 7 0.00 O
z00_20_44 18 22 44 7 0.03 0.00 7 0.38 0.00 7 0.01 0 7 000 O
zoo_20_54 19 27 54 9 0.07 0.00 9 0.40 0.00 9 0.01 0 9 0.00 O

14



200_20_55 19 27 55 10 0.09 0.00 10  0.37 0.00 10 0.02 0 9 0.00  10.00
z00_20_72 19 27 72 9 0.07 0.00 9 0.80 0.00 9 0.02 0 9 0.01 O
z00_20_9 10 14 9 7 0.01 0.00 7 0.02 0.00 7 0.01 0 5 0.00 28.57
z00_20_90 20 29 90 10 0.06 0.00 10 0.83 0.00 10 0.02 0 10 001 O
z00_21_54 17 24 54 8 0.03 0.00 8 0.40 0.00 8 0.02 0 8 0.00 O
zoo_22_110 22 32 110 11 0.08 0.00 11 1.20 0.00 11 0.02 0 11 001 O
z00_22 22 22 30 22 16 0.01 0.00 16 0.14 0.00 16 0.01 0 12 0.00 25.00
z00_22_36 19 28 36 13 0.05 0.00 13 0.24 0.00 13 0.02 0 9 0.00  30.76
z00_22_44 22 32 44 15 0.04 0.00 15 048 0.00 15 0.01 0 11 0.00 26.66
200_22_66 19 26 66 10 040 0.00 10 0.71 0.00 10 0.02 0 8 0.01  20.00
200_22 72 20 29 72 10 0.08 0.00 10 0.96 0.00 10 0.02 0 10 001 O
z00_22_88 22 47 88 19 0.11 0.00 19 247 0.00 19 0.02 0 11 001 42.10
z00_22 90 20 29 90 10 0.04 0.00 10 0.85 0.00 10 0.03 0 10 001 O
zoo_24_105 24 39 105 13 0.14 0.00 13 2.56 0.00 13 0.02 0 12 001 7.69
z00_24_132 24 39 132 13 0.17 0.00 13 3.62 0.00 13 0.03 0 12 0.02 7.69
z00_24_27 18 27 27 14 0.02 0.00 14 0.14 0.00 14 0.01 0 8 0.00 42.85
z00_24_32 20 26 32 13 0.02 0.00 13 0.17 0.00 13 0.01 0 7 0.00 46.15
200_24_53 23 36 53 15  0.03 0.00 15 0.54 0.00 15 0.01 0 11 001 26.66
z0o_24_79 24 38 79 12 0.04 0.00 12 1.08 0.00 12 0.02 0 12 001 O

Ly



z00_25_32 18 25 32 10 0.02 0.00 10 0.33 0.00 10 0.01 0 9 0.00  10.00
z00_25_63 22 39 63 15 0.07 0.00 15 097 0.00 15 0.02 0 10 001 3333
200_26_125 26 49 125 18 0.39 0.00 18 2.84 0.00 18 0.04 0 13 002 27.77
200_26_130 26 43 130 13 0.12 0.00 13 6.02 0.00 13 0.04 0 13 002 O
200_26_156 26 50 156 18  0.60 0.00 18 6.71 0.00 18  0.04 0 13 0.02 27.77
700_26_32 19 31 32 12 0.02 0.00 12 0.26 0.00 12 0.01 0 7 0.00 41.66
200_26_63 24 43 63 21  0.06 0.00 21  1.64 0.00 21 001 0 11 001 47.61
200_26_65 22 37 65 12 0.07 0.00 12 145 0.00 12 0.03 0 10 001 16.66
200_26_94 24 44 94 18 0.21 0.00 18 224 0.00 18 0.03 0 11 001 38.88
z00_28_109 27 39 109 14 0.11 0.00 14 2.46 0.00 14 0.03 0 13 0.01 7.14
z00_28_145 27 38 145 13 0.10 0.00 13 4.10 0.00 13 0.03 0 13 002 O
z00_28_182 28 41 182 14 0.15 0.00 14  5.07 0.00 14 0.04 0 14 002 O
z0o_28_37 28 33 37 14 0.02 0.00 14 0.67 0.00 14 0.01 0 14 000 O
z00_28_42 22 34 42 10  0.10 0.00 10 201 0.00 9 0.02 10.00 9 0.00  10.00
z00_28_48 21 33 48 11 0.04 0.00 11 1.05 0.00 11 0.02 0 8 0.00  27.27
z00_28_73 28 41 73 19  0.09 0.00 19 1.57 0.00 19  0.02 0 14 0.01 26.31
z00_29_109 28 47 109 14 0.33 0.00 14 4.79 0.00 14 0.04 0 14 002 O
z00_29_145 26 45 145 13 0.29 0.00 13 15.08 0.00 13 0.04 0 12 002 7.69
z00_29_182 28 47 182 14 0.24 0.00 14 18.96 0.00 14 0.05 0 14 002 O

14



z00_29_37 21 32 37 11 0.04 0.00 11 0.73 0.00 11 0.01 0 7 0.00 36.36
z00_29_73 26 45 73 14 0.11 0.00 14 1.36 0.00 14 0.02 0 12 001 14.28
z00_29_84 26 41 84 11 0.27 0.00 11 15.96 0.00 11 0.03 0 11 010 O
z00_30_126 28 46 126 13 0.17 0.00 13 9.94 0.00 13 0.04 0 13 002 O
z00_30_168 29 47 168 14 0.35 0.00 14 11.37 0.00 14 0.06 0 14 002 O
z00_30_210 30 48 210 15  0.35 0.00 15 3493 0.00 15 0.13 0 15 003 O
z00_30_42 19 31 42 12 0.03 0.00 12 0.61 0.00 12 0.01 0 8 0.00  33.33
z00_30_48 23 36 48 14 0.04 0.00 14 0.67 0.00 14 0.02 0 11 0.00 21.42
z0o_30_84 27 45 84 12 0.10 0.00 12 4.02 0.00 12 0.03 0 12002 O
z0o_31_144 30 47 144 15 0.29 0.00 15 691 0.00 15 0.10 0 14 0.02 6.66
z00_31_48 26 43 48 15 0.08 0.00 15 1.39 0.00 15  0.02 0 11 001 26.66
z00_32_126 30 45 126 16 0.63 0.00 16 4.77 0.00 16 0.04 0 15 002 6.25
zoo_32_144 32 56 144 19  1.26 0.00 19 13.07 0.00 19 0.04 0 16 002 15.78
z00_32_168 30 46 168 16 042 0.00 16 4.04 0.00 16 0.04 0 15 002 6.25
z00_32_192 32 56 192 19 1.56 0.00 19 19.86 0.00 19  0.05 0 16 0.03 1578
z00_32_240 32 57 240 19 1.53 0.00 19 28.71 0.00 19  0.07 0 16 0.03 1578
700_32_42 24 31 42 14 0.04 0.00 14 043 0.00 14  0.01 0 10 0.00 28.57
200_32_48 26 39 48 14 0.06 0.00 14 0.66 0.00 14 0.02 0 11 001 2142
z00_32_84 28 39 84 17 0.12 0.00 17 1.29 0.00 17 0.02 0 13 001 2352
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z00_32_96 27 49 96 16 0.22 0.00 16 3.63 0.00 16 0.03 0 12002 25.00
z00_33_55 28 56 55 28 0.03 0.00 28  1.05 0.00 28 0.01 0 14 0.01 50.00
z00_34_109 34 73 109 33  0.12 0.00 33  6.01 0.00 33 0.03 0 17 0.02 48.48
200_34_163 33 57 163 22 0.61 0.00 22 10.34 0.00 22 0.05 0 16 0.02 2727
z00_34_217 33 54 217 17 0.37 0.00 17 151.58  0.00 17  0.15 0 16 0.03 5.88
z00_34_272 34 80 272 35 199 0.00 35 31.78 0.00 35  0.08 0 17 0.04 5142
z00_34_55 26 45 55 13 0.27 0.00 13 17.45 0.00 12 0.03 769 9 0.01  30.76
z00_35_123 32 59 123 18  0.58 0.00 18  28.26 0.00 17 0.04 555 14 0.02 2222
z0o_35_184 35 51 184 19 036 0.00 19 14.37 0.00 19  0.06 0 17 0.03 10.52
200_35_62 27 36 62 16  0.08 0.00 16 1.56 0.00 16  0.02 0 11 0.01 31.25
z00_36_123 32 47 123 14 0.18 0.00 14 80.79 0.00 14 0.05 0 14 002 O
z00_36_184 34 49 184 16 0.27 0.00 16 50.38 0.00 16 0.11 0 16 003 O
z00_36_185 35 68 185 21 478 0.00 21 17.51 0.00 21 0.07 0 17 003 19.04
z00_36_245 36 63 245 24 0.25 0.00 24 22.17 0.00 24 0.07 0 18 0.04 25.00
z00_36_306 36 53 306 18 043 0.00 18 160.44  0.00 18 0.30 0 18 0.06 O
200_36_62 32 49 62 24 0.05 0.00 24 1.21 0.00 24 0.01 0 15 0.01 37.50
200_36_69 26 40 69 13 0.11 0.00 13 1.12 0.00 13 0.02 0 13 001 O
200_37_69 25 40 69 16 0.14 0.00 16 1.24 0.00 16 0.03 0 9 0.01 43.75
z00_37_76 33 60 76 20  0.08 0.00 20 3.14 0.00 20 0.02 0 14 0.01 30.00
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z00_38_137 34 56 137 16 0.39 0.00 16 37.44 0.00 15 0.05 625 15 002 6.25
z00_38_205 36 58 205 17 040 0.00 17 99.42 0.00 17 0.15 0 17 003 O
z00_38_273 38 60 273 19 0.54 0.00 19  77.96 0.00 19  0.18 0 19 005 O
z00_38_342 38 60 342 19  0.61 0.00 19 80.32 0.00 19  0.21 0 19 0.06 O
z00_38_69 32 54 69 27 0.06 0.00 27 1.69 0.00 27 0.02 0 15 001 44.44
z00_39_152 35 71 152 25 046 0.00 25 1547 0.00 25 0.09 0 15 0.02 40.00
z00_39_228 37 75 228 23 1.33 0.00 23 2475 0.00 23 0.08 0 17 0.04 26.08
z0o_40_152 38 56 152 23 0.17 0.00 23 9.67 0.00 23 0.04 0 18 002 21.73
z0o_40_228 40 60 228 20 0.28 0.00 20 14.47 0.00 20 0.06 0 20 003 O
z00_40_304 40 60 304 20 0.18 0.00 20 2599 0.00 20  0.08 0 20 005 O
z00_40_380 40 61 380 20 045 0.00 20  51.64 0.00 20 0.10 0 20 006 O
z00_40_76 30 43 76 21  0.08 0.00 21 1.14 0.00 21 0.02 0 12 001 4285
z00_42_168 36 60 168 20 0.77 0.00 20 93.17 0.00 20  0.06 0 16 0.03 20.00
z0o_42_185 40 56 185 22 051 0.00 22 11.03 0.00 22 0.10 0 18 003 18.18
z00_42_252 41 74 252 23 390 0.00 23 23047 0.00 23 0.17 0 20 0.04 13.04
z00_42_336 42 76 336 24 3.8 0.00 24 143.87 0.00 24 0.12 0 21 0.06 1250
z00_42_420 42 76 420 24 4.10 0.00 26 894.37 0.00 24 0.15 0 21 0.08 12.50
z0o_42_84 35 58 84 22020 0.00 22 5.03 0.00 22 0.04 0 15 0.02 31.81
z00_43_168 38 65 168 20 297 0.00 20 32.07 0.00 20 0.07 0 17 0.03 15.00
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z00_43_252 42 76 252 26 144 0.00 26 38.20 0.00 26 0.09 0 21 004 19.23
z00_43_336 39 75 336 23 3.14 0.00 23 41.69 0.00 23 0.11 0 18 006 21.73
z00_43_420 42 78 420 23 1.70 0.00 23 37433  0.00 23 0.24 0 21 007 8.69
z00_43_84 37 60 84 22 0.16 0.00 22 3.61 0.00 22 0.03 0 17 002 2272
200_43_93 40 65 93 25  0.11 0.00 25 10.49 0.00 24 0.03 4.00 18 0.02 28.00
zoo_44_102 34 58 102 17 0.60 0.00 17  698.83 0.00 16 0.04 588 12 0.02 2941
z00_44_185 40 69 185 22 098 0.00 22 50.78 0.00 21 0.13 454 19 0.03 13.63
zoo_44_277 42 76 277 22 6.30 0.00 22 50.83 0.00 22 0.10 0 20 0.05 9.09
z00_44_369 43 79 369 24 6.17 0.00 28 887.73  0.00 24 0.14 0 21 0.07 1250
700_44_462 44 81 462 25 20.32 0.00 38 1346.27 0.00 25 032 0 22009 12.00
z00_44_93 34 62 93 21 026 0.00 21 9.26 0.00 20 0.04 476 13 0.02 38.09
z0o_45_102 32 68 102 42 0.10 0.00 42 5.67 0.00 42 0.03 0 23 0.02 45.23
z00_45_185 43 63 185 24 0.55 0.00 24 15.16 0.00 24 0.06 0 21 003 12.50
z0o_45_277 44 69 277 24 6.15 0.00 24 26.18 0.00 24 0.08 0 22 004 833
z0o_45_304 45 72 304 24 1.05 0.00 24 36.52 0.00 24 0.09 0 22 0.05 833
z00_45_370 44 69 370 22 122 0.00 22 56.25 0.00 22 0.11 0 22 006 O
200_45_462 44 69 462 22 095 0.00 22 123.03  0.00 22 0.14 0 22 008 O
200_45_93 40 57 93 27 0.10 0.00 27 435 0.00 27 0.03 0 19 002 29.62
z00_46_102 41 54 102 23 0.13 0.00 23 454 0.00 23 0.03 0 19 002 17.39
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z00_46_203 42 65 203 22 16.79 0.00 22 14129 0.00 22 0.17 0 20 0.04 9.09
z00_46_205 44 69 205 25 1.58 0.00 25 1435 0.00 25  0.06 0 21 003 16.00
z00_46_304 42 64 304 20 1.68 0.00 20 35991 0.00 20 0.12 0 20 006 O
200_46_405 45 69 405 22 1.61 0.00 26 1380.91 0.00 22 0.18 0 22 008 O
200_46_406 46 69 406 23 1.09 0.00 23 77.19 0.00 23 0.14 0 23 007 O
200_46_506 46 72 506 24 257 0.00 32 3601.28 7.69 24 0.37 0 23 0.10 4.16
zoo_47_111 42 79 111 29 0.13 0.00 29 793 0.00 29  0.04 0 20 0.02 31.03
zoo_47_331 46 72 331 24 1.89 0.00 24 35.53 0.00 24 0.09 0 22 005 833
zoo_48_111 46 72 111 33 0.14 0.00 33 4.3 0.00 33 0.03 0 22002 3333
z00_48_120 37 57 120 18  0.56 0.00 18 8.83 0.00 18  0.04 0 17 0.02 555
z00_48_221 42 84 221 27 0.95 0.00 27 3559 0.00 27 0.08 0 19 0.04 29.62
z00_48_331 45 85 331 26 340 0.00 26  130.56  0.00 26 0.11 0 21 0.06 19.23
z00_48_441 45 87 441 24 13.15 0.00 24 20642 0.00 24 0.17 0 21 0.08 12.50
z00_48_442 48 70 442 24 0.81 0.00 24 96.18 0.00 24 0.13 0 24 008 O
200_48_552 48 93 552 28  63.19 0.00 28 380.36  0.00 28 043 0 24 0.10 14.28
z00_50_120 41 57 120 21 022 0.00 21 4.07 0.00 21 0.04 0 20 0.02 476
z00_50_240 49 74 240 28 0.71 0.00 28  27.87 0.00 28 0.07 0 24 0.04 1428
200_50_360 46 69 360 22 8.88 0.00 22 24271  0.00 22 0.15 0 21 007 454
z0o_50_361 50 77 361 28 146 0.00 28  80.87 0.00 28 0.11 0 25 006 10.71
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z00_50_480 49 79 480 25 27.10 0.00 25 33997 0.00 25 0.33 0 24 0.09 4.00
z00_50_481 50 78 481 25 1.15 0.00 25 19281 0.00 25  0.25 0 25 008 O
z00_50_600 50 78 600 25 242 0.00 25 20252  0.00 25 032 0 25 010 O
z00_52_130 44 74 130 21 0.71 0.00 21 21515 0.00 21 0.07 0 18 003 14.28
200_52_260 51 79 260 35 093 0.00 35 25.05 0.00 35 0.08 0 25 0.04 2857
200_52_390 48 83 390 23 9.72 0.00 26 1755.47 0.00 23 0.18 0 22 008 4.34
z00_52_394 52 81 3% 27 344 0.00 27 13285 0.00 27 0.13 0 26 007 3.70
z00_52_520 51 86 520 26 33.90 0.00 64 2388.18 0.00 26 037 0 25 0.11 3.84
z00_52_523 52 81 523 26 1.50 0.00 26 82.81 0.00 26 0.16 0 26 009 O
200_52_650 52 91 650 29  31.93 0.00 44  3601.60 3.33 29 049 0 26 0.14 10.34
z00_54_141 46 71 141 31 0.23 0.00 31 13.54 0.00 31  0.05 0 20 0.03 3548
z00_54_152 45 80 152 21 197 0.00 21 3600.59 6.35 19  0.07 952 17 0.03 19.04
zoo_54_281 53 96 281 39  0.86 0.00 39 3433 0.00 39  0.09 0 26 006 33.33
z00_54_421 54 104 421 39 213 0.00 39 9432 0.00 39 0.15 0 27 0.09 30.76
200_54_423 53 82 423 28 17.72 0.00 28 32396 0.00 28 0.23 0 26 0.08 7.14
200_54_561 54 104 561 37 842 0.00 37 205.55 0.00 37 0.20 0 27 012 27.02
200_54_564 54 84 564 27 0091 0.00 27 322.01 0.00 27 032 0 27 010 O
z00_54_702 54 104 702 37  36.15 0.00 37 24231 0.00 37 0.27 0 27 016 27.02
z00_55_152 36 51 152 17 0.26 0.00 17 16.33 0.00 17 0.08 0 17 002 O
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z00_55_281 53 82 281 31 1.10 0.00 31 3442 0.00 31  0.10 0 26 005 16.12
z00_55_303 47 86 303 27  5.00 0.00 27 3602.00 3.70 26 0.12 370 20 0.07 2592
z00_55_421 54 86 421 27  1.68 0.00 27 19890 0.00 27 0.16 0 27 008 O
200_55_562 53 84 562 26 293 0.00 26 302.55 0.00 26 021 0 26 011 O
200_55_702 54 86 702 27 284 0.00 38 667.85 0.00 27 0.28 0 27 014 O
200_56_152 45 72 152 23 0.59 0.00 23 164.89 0.00 23 0.06 0 19 0.03 17.39
z00_56_303 50 73 303 26 0.53 0.00 26 35.01 0.00 26 0.10 0 24 005 7.69
200_56_454 53 94 454 27  42.60 0.00 38 2818.17 0.00 27 034 0 25 0.11 740
200_56_605 56 99 605 29  16.57 0.00 51 880.72  0.00 29 036 0 28 0.14 3.44
200_56_617 56 85 617 28 2.29 0.00 28 159.27  0.00 28 0.25 0 28 013 O
200_56_756 56 99 756 29  24.46 0.00 44 360199 12.12 29 037 0 28 0.18 3.44
200_57_325 54 109 325 39 171 0.00 39 5595 0.00 39 0.15 0 25 0.07 35.89
z00_58_163 56 109 163 53 0.19 0.00 53 26.76 0.00 53  0.06 0 27 003 49.05
z00_58_325 54 88 325 31  1.60 0.00 31 53.14 0.00 31 0.11 0 26 0.06 16.12
z00_58_487 58 119 487 39 357 0.00 39 10798 0.00 39 0.29 0 29  0.11 2564
200_58_649 58 117 649 36 44.84 0.00 94 1442.13 0.00 36 0.46 0 29 0.15 1944
200_58_650 58 95 650 30 18.13 0.00 30 211.54  0.00 30 0.24 0 29 0.13 333
200_58_812 58 120 812 36 23.54 0.00 39  3115.16 0.00 36  0.59 0 29 0.19 1944
z00_59_174 47 79 174 33 042 0.00 33 1648 0.00 33 0.05 0 19 003 4242
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200_59_348 54 80 348 29 141 0.00 29 10546 0.00 29  0.17 0 25 007 13.79
zoo_60_174 3802 59 174 23 0.26 0.00 23 13.79 0.00 23 0.05 0 18 003 21.73
z00_60_348 55 92 348 32 0.78 0.00 32 53.90 0.00 32 0.12 0 27 007 15.62
z00_60_350 58 83 350 37 0.55 0.00 37 43.69 0.00 37 0.11 0 28 0.07 2432
200_60_351 59 87 351 39 057 0.00 39 3395 0.00 39 0.10 0 29 007 25.64
200_60_522 58 92 522 34 449 0.00 34 109.13  0.00 34 021 0 28 0.10 17.64
z00_60_524 59 87 524 34 831 0.00 34 9490 0.00 34 0.17 0 29 0.10 14.70
z0o_60_527 59 87 527 30 0.89 0.00 30 75.27 0.00 30 0.16 0 29 009 3.33
200_60_696 60 97 696 35 517 0.00 35 35248 0.00 35 028 0 30 0.15 14.28
z00_60_715 59 87 715 29 1.69 0.00 29  159.25 0.00 29 0.26 0 29 016 O
200_60_720 60 8 720 30 1.12 0.00 30 246.13 0.00 30 0.25 0 30 014 O
200_60_870 60 97 870 35 357 0.00 35 796.25 0.00 35 0.36 0 30 0.19 14.28
zoo_61_174 42 8 174 37 040 0.00 37 16.09 0.00 37 0.06 0 17 0.03 54.05
z00_61_372 54 92 372 26 4457 0.00 33 3602.17 17.24 24 0.17 7.69 23 009 11.53
z00_62_186 51 81 186 23 1.55 0.00 24 1640.23 0.00 23 0.08 0 22 0.04 434
200_62_558 61 100 558 32 857 0.00 32 14696  0.00 32 037 0 30 0.11 6.25
z00_62_744 62 102 744 31 212 0.00 34 1206.62 0.00 31  0.52 0 31 016 O
200_62_745 60 100 745 29 593 0.00 3601.69 57.35 29 043 0 29 018 O
z00_62_930 62 102 930 31  3.08 0.00 31 54456 0.00 31 051 0 31 020 O
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200_63_595 61 92 595 30 41.70 0.00 31 1433.65 0.00 30 0.29 0 29  0.13 333
z00_64_199 58 88 199 34 046 0.00 34 13487 0.00 34 0.09 0 26 0.04 2352
z00_64_348 54 114 348 46 245 0.00 46 7229 0.00 46 0.18 0 24 0.08 47.82
200_64_397 61 91 397 32 274 0.00 33 3600.87 3.12 31 0.18 312 29 0.08 9.37
200_64_522 57 132 522 54 5.83 0.00 54 402.78 0.00 54 022 0 28 0.13 48.14
200_64_595 63 111 595 38 10.40 0.00 38  284.64 0.00 38 0.28 0 31 0.14 1842
200_64_696 58 136 696 55 1272 0.00 55 389.36 0.00 55 031 0 28 0.18 49.09
z00_64_793 63 96 793 31 3.73 0.00 71  3601.99 20.51 31  0.64 0 31 018 O
z00_64_870 60 141 870 55 1894 0.00 55 043 0 30 024 4545
200_64_992 64 99 992 32 4.88 0.00 78 3610.05 25.58 32 0.64 0 32 023 0
200_65_212 56 97 212 41  0.57 0.00 41 37.73 0.00 41 0.09 0 25 0.04 39.02
200_65_634 65 118 634 42 4.53 0.00 42 54799 0.00 42 0.27 0 32  0.14 2380
z00_66_1056 66 120 1056 39 43.04 0.00 39  0.78 0 33 026 15.38
200_66_212 58 91 212 37  0.35 0.00 37 29.30 0.00 37 0.09 0 29  0.04 21.62
200_66_423 64 111 423 43 2.52 0.00 43  91.14 0.00 43 0.17 0 31 0.10 27.90
200_66_634 65 119 634 38 2413 0.00 38 39553 0.00 38 0.30 0 32 0.15 15.78
200_66_635 62 105 635 29 1130 0.00 70 3602.57 9.37 29 051 0 29 015 O
200_66_845 66 120 845 39  9.62 0.00 95 39  0.38 0 33 021 15.38
200_66_846 66 118 846 38 16.24 0.00 3618.01 2.56 38 0.74 0 33 020 13.15
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200_66_847 65 109 847 33 7.26 0.00 33 047 0 32 021 3.03
z00_67_225 59 110 225 37 1.57 0.00 37 0.10 0 26 005 29.72
z00_68_1122 68 133 1122 38 3427.86 2.63 38 1.21 0 34 031 10.52
200_68_225 51 97 225 32 1.01 0.00 32 0.11 0 22 0.04 3125
200_68_449 62 123 449 36  5.33 0.00 36 0.32 0 28 0.12 2222
200_68_673 63 126 673 36 72.28 0.00 36 0.52 0 29  0.17 1944
z00_68_897 67 131 897 37 269.01 0.00 36 0.61 270 33 024 10.81
z00_69_238 55 92 238 25 50.02 0.00 22 0.19 1200 20 0.06 20.00
z0o_70_1190 70 114 1190 35 691 0.00 35 142 0 35 035 O
z00_70_238 67 102 238 46  0.52 0.00 46  0.08 0 32 005 3043
200_70_252 61 101 252 31  5.04 0.00 30 0.14 322 25 0.06 19.35
200_70_476 67 106 476 35 1393 0.00 33 0.25 571 32 011 857
zoo_70_714 66 109 714 31 10.29 0.00 31 0.76 0 31 020 O
z0o_70_953 70 110 933 35 3.80 0.00 35 043 0 35 023 O
zoo_71_1190 70 104 1190 35 6.51 0.00 35 071 0 35 034 O
z00_71_238 63 86 238 41 0.99 0.00 40  0.09 243 29 0.05 29.26
zoo_T71_4717 67 95 477 36 1.69 0.00 36 0.22 0 32 0.12 11.11
zoo_71_719 70 103 719 37 2351 0.00 37 0.36 0 35 020 540
zoo_71_953 70 103 933 36  3.24 0.00 35 047 277 35 027 277
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zoo_72_1008 72119 1008 37 7.01 0.00 36 098 270 36 029 270
zoo_72_1010 71 116 1010 37 8.44 0.00 37  0.54 0 35 026 540
z00_72_1260 72 119 1260 36 11.16 0.00 36 1.14 0 36 038 0
200_72_252 70 105 252 44 0.75 0.00 44 0.09 0 34 005 2272
z00_72_255 70 115 255 49 133 0.00 49 0.20 0 34  0.06 30.61
z0o_72_504 68 113 504 35 9733 0.00 34 0.69 285 33 013 571
z00_72_506 71 113 506 37  3.45 0.00 37 0.22 0 35 012 540
z00_72_756 69 113 756 33 5.04 0.00 33 0.46 0 33 019 O
z00_72_765 70 114 765 36 60.32 0.00 36 0.52 0 34 0.19 5.55
z00_73_1065 72 118 1065 36 10.64 0.00 36 0.52 0 35 027 277
200_73_267 58 109 267 38 097 0.00 38 0.12 0 26  0.06 31.57
z00_73_533 68 113 533 38  26.48 0.00 38 0.33 0 32 0.13 15.78
z0o_74_1065 74 167 1065 69 14.73 0.00 69 0.74 0 37 032 4637
zoo_74_1075 74 116 1075 37 4.20 0.00 37 047 0 37 025 O
z00_74_1332 74 116 1332 37 6.34 0.00 37 055 0 37 031 O
200_74_267 69 107 267 57 042 0.00 57  0.09 0 33 006 4210
z00_74_533 74 160 533 74 229 0.00 74 0.26 0 37 0.14 50.00
200_74_799 73 160 799 66 721 0.00 66  0.38 0 36 022 45.45
zoo_74_800 74 121 800 38 6.85 0.00 38 0.52 0 37 020 2.63
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z00_75_282 65 110 282 37  2.63 0.00 35 0.12 540 30 0.07 1891
z00_76_1125 76 128 1125 39  55.85 0.00 39 1.30 0 382032 256
z00_76_1126 76 115 1126 38 5.20 0.00 38 0.58 0 38 030 O
200_76_1406 76 129 1406 39 38.35 0.00 39 0.83 0 38 041 256
200_76_282 73 107 282 54 071 0.00 54  0.10 0 35 006 35.18
200_76_563 74 125 563 40 103.63  0.00 39 034 250 36 0.14 10.00
z00_76_844 76 128 844 41  6.13 0.00 40 043 243 38 024 731
200_76_846 76 115 846 40 21.84 0.00 40 040 0 38 021 5.00
z00_78_1185 77 140 1185 44  133.49 0.00 44 1.00 0 38 048 13.63
z00_78_1482 78 142 1482 45 167.46  0.00 45 293 0 39 060 13.33
z00_78_199 42 107 199 50 038 0.00 50  0.07 0 20 0.04 60.00
z00_78_297 58 97 297 32 578 0.00 31  0.25 312 23 0.08 28.12
z00_78_397 56 139 397 63 1.85 0.00 63 0.20 0 27 0.10 57.14
z00_78_593 73 129 593 40 85.97 0.00 40 0.39 0 34 021 15.00
200_78_595 63 152 595 63 4.76 0.00 63 0.30 0 31 0.16 50.79
z00_78_793 64 158 793 61 9.37 0.00 61 0.39 0 32 023 4754
200_78_889 77 137 889 43 106.48 0.00 41 090 465 38 032 11.62
z00_78_890 77 126 890 41  29.36 0.00 41 042 0 38 023 731
z0o_78_891 78 128 891 43 30.75 0.00 42 048 232 39 023 930
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z00_78_992 64 159 992 61 22.46 0.00 61 054 0 32 030 47.54
z00_79_328 64 102 328 43 141 0.00 43 0.12 0 27 007 37.20
200_79_624 64 130 624 44  6.14 0.00 44 0.31 0 30 0.16 31.81
z00_80_1248 80 162 1248 52 127.71 0.00 52 1.58 0 40 041 23.07
z00_80_1560 80 163 1560 52 14351 0.00 52 1.07 0 40 053 23.07
z00_80_312 54 110 312 38 210 0.00 37  0.12 263 22 007 42.10
z00_80_936 72 144 936 45 14284 0.00 45 0.88 0 36 026 20.00
zoo_82_1315 82 152 1315 55 10534 0.00 55 0.72 0 41 038 25.45
z00_82_1640 82 158 1640 61 68.83 0.00 61 0.93 0 41 050 3278
200_82_656 79 137 656 56  5.90 0.00 56 031 0 38 0.17 3214
z00_82_984 82 144 984 54 15.28 0.00 54 0.50 0 41 026 24.07
z0o_84_1033 84 167 1033 54 47.88 0.00 54 1.15 0 42 033 2222
zoo_84_1377 84 169 1377 51 175.776  0.00 51 207 0 42 046 17.64
z00_84_1722 84 169 1722 50 3602.84 8.90 50 294 0 42 059 16.00
z00_84_345 75 135 345 54 122 0.00 54 0.20 0 36 0.09 3333
200_84_689 81 157 689 57 6.17 0.00 57 036 0 39 020 31.57
z00_86_1084 80 126 1084 39 11.47 0.00 39 1.03 0 39 035 0

z00_86_1445 84 127 1445 41 13.09 0.00 41 1.37 0 41 047 O

z00_86_1446 86 130 1446 43 35.17 0.00 43 0.72 0 43 040 O
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z00o_86_1806 86 134 1806 43 15.22 0.00 43 2.36 0 43 063 O
z00_86_362 75 118 362 42 2.08 0.00 41 0.18 238 35 0.10 16.66
z00_86_723 75 117 723 35 2358 0.00 34 047 285 34 022 285
200_86_724 84 148 724 47 22775 0.00 47  0.66 0 41 022 1276
z00_88_1135 88 147 1135 49 38.39 0.00 49  0.60 0 44 033 10.20
z00_88_1514 88 147 1514 45 53.28 0.00 45 0.80 0 44 044 222
zoo_88_1518 88 131 1518 44 11.37 0.00 44 0.75 0 44 041 O
z0o_88_1892 88 147 1892 45 48.77 0.00 45 1.10 0 44 056 222
z00_88_379 66 101 379 43 149 0.00 43 0.13 0 22 008 48.83
z00_88_757 88 146 757 56  3.93 0.00 56  0.35 0 44 021 2142
z00_88_758 88 129 758 53  6.51 0.00 53 051 0 44 0.19 1698
200_89_396 67 124 396 37 5437 0.00 35 031 540 26 0.11 29.72
z00_89_792 83 153 792 49  65.54 0.00 48 094 204 39 028 2040
z00_90_1188 83 156 1188 50 120.56 0.00 48 0.79 4.00 38 040 24.00
z00_90_1584 88 172 1584 57 19232  0.00 56 227 1.75 43 0.60 24.56
z00_90_1980 90 174 1980 56 441.30 0.00 56 2.05 0 45 076 19.64
z00_95_1297 87 154 1297 46 584.03 0.00 45 2.24 217 40 0.60 13.04
z00_95_1729 92 160 1729 48 25292 0.00 48  4.09 0 45 076 6.25
z00_95_433 83 145 433 49  37.68 0.00 47 043 4.08 38 0.16 2244
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200_95_865 84 146 865 42 69.60 0.00 41 1.14 238 38 034 952
z00_95_904 90 135 904 44 61.45 0.00 44 1.09 0 43 028 227
z00_96_1188 84 135 1188 44 70.03 0.00 43 0.82 227 39 040 11.36
200_96_1354 91 143 1354 43 128.77 0.00 43 1.77 0 43 046 O
200_96_1355 89 161 1355 48 388.08 0.00 48  2.36 0 42 052 1250
200_96_1585 88 144 1585 47 14323 0.00 47 1.30 0 43 0.61 851
z00_96_1806 95 176 1806 54 160.11 0.00 54 3.61 0 47 074 12.96
z00_96_1807 95 150 1807 47  20.63 0.00 47 143 0 47 069 O
200_96_1980 90 146 1980 48 105.87 0.00 48 1.99 0 45 077 6.25
200_96_2256 96 153 2256 48 36.57 0.00 48  4.02 0 48 090 O
200_96_396 78 117 396 41 436 0.00 40 0.19 243 34 011 17.07
200_96_452 82 143 452 52 12.26 0.00 50 0.34 3.84 36 0.16 30.76
200_96_792 82 131 792 45  33.63 0.00 45 047 0 38029 1555
200_96_903 91 163 903 54  50.53 0.00 53  1.00 1.85 43 036 20.37
z00_98_1412 9% 214 1412 73 129.58 0.00 73 1.69 0 47 0.56 35.61
z00_98_1881 98 216 1881 73 330.38 0.00 73 252 0 49 077 32.87
200_98_2352 98 218 2352 73 700.84 0.00 73 3.50 0 49 1.00 32.87
z00_98_471 84 178 471 70 2.35 0.00 70  0.25 0 37 015 47.14
z00_98_942 95 206 942 70  36.78 0.00 70  0.63 0 46 036  34.28
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z00_99_491 92 161 491 59  5.01 0.00 58 037 1.69 42 0.16 28.8l1
zoo_100_1470 99 184 1470 57 744.07 0.00 57 242 0 49 0.60 14.03
zoo_100_1960 99 183 1960 55 3603.06 5.97 55 1.70 0 49 0.88 10.90
zoo_100_2450 100 187 2450 57 3600.77 10.53 57 4.18 0 50 1.07 12.28
z0o_100_980 92 169 980 52 56.58 0.00 51 1.09 192 43 037 17.30
zoo_101_510 &7 151 510 49 47.14 0.00 3622.03 6.12 46  0.55 6.12 37 0.18 24.48
zoo_102_1020 97 174 1020 54 14491 0.00 52 1.20 370 46 041 1481
zoo_102_1530 98 172 1530 49 571.65 0.00 49 257 0 47 0.61 4.08
zoo_102_2041 102 177 2041 55 125.71 0.00 55 178 0 51 086 7.27
zoo_102_2044 101 154 2044 55 111591 0.00 55 1.60 0 50 071  9.09
zoo_102_2550 102 180 2550 55 309.57 0.00 55 5.65 0 51 1.07 7.27
zoo_102_510 97 141 510 69 2.01 0.00 69 0.23 0 51 0.15 26.08
zoo_104_1061 100 168 1061 60  12.68 0.00 60 0.60 0 48 0.33  20.00
zoo_104_1592 104 179 1592 55 196.70 0.00 55  1.06 0 52 056 545
zoo_104_2121 104 179 2121 56 43.04 0.00 56 2.05 0 52 074 7.14
zoo_104_2652 104 179 2652 55 55.67 0.00 55 1.85 0 52 1.01 545
z0o_104_531 101 167 531 70 343 0.00 70 0.28 0 50 0.16 28.57
zoo_106_1103 99 206 1103 70 146.03  0.00 70 1.11 0 47 046 3285
zoo_106_1654 101 218 1654 68 268.45 0.00 68 2.84 0 48 0.74 29.41
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zoo_106_1655 104 181 1655 59 208.87 0.00 59 1.6l 0 51 0.66 13.55
zoo_106_2205 105 230 2205 74 3036.33 245 74 4.12 0 52 1.08 29.72
zoo_106_2206 104 181 2206 58 155.76  0.00 58  3.06 0 51 093 12.06
zoo_106_2756 106 232 2756 73 871.70  0.00 73 6.94 0 53 139 27.39
z00_106_552 90 168 552 65 4.95 0.00 64 0.33 1.53 38 0.19 41.53
zoo_108_1145 108 189 1145 66 1745 0.00 66 0.72 0 54 041 18.18
zoo_108_1146 104 185 1146 63  22.60 0.00 63 0.73 0 50 040 20.63
zoo_108_1717 108 191 1717 61 103.71 0.00 61 225 0 54 066 11.47
zoo_108_1718 108 189 1718 61 210.35 0.00 61 1.29 0 54 065 1147
zoo_108_2289 108 190 2289 58 3600.55 4.13 58 296 0 54 092 6.89

zoo_108_2290 108 191 2290 58 3600.14 4.74 58 276 0 54 092 6.89

zoo_108_2862 108 191 2862 58 1721.64 0.00 58 4.53 0 54 120 6.89

zoo_108_573 100 168 573 67 13.80 0.00 67 0.32 0 48 0.17  28.35
zoo_109_594 103 175 594 75 322 0.00 75 0.33 0 49 0.18 34.66
zoo_110_1188 109 190 1188 67  23.20 0.00 67 0.80 0 54 046 1940
zoo_110_1189 100 198 1189 62 35998 0.00 61 1.18 1.61 45 059 2741
zoo_110_1782 107 210 1782 68 3607.23 3.06 67 2.80 147 52 092 2352
zoo_110_1783 109 191 1783 63  206.28 0.00 63 1.81 0 54  0.68 14.28
zoo_110_2376 106 212 2376 64 3603.79 4.30 64 5.60 0 51 122 2031
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zoo_110_2380 110 194 2380 59 1566.30 0.00 59 336 0 55 098 6.77
zoo_110_2970 110 218 2970 66  2522.01 0.00 66 7.85 0 55 1.62 16.66
zoo_110_594 106 180 594 73 3.64 0.00 73 0.35 0 52 0.19 28.76
z00_110_595 9 174 595 60 12.01 0.00 60 0.61 0 44 0.27  26.66
zoo_111_616 101 176 616 73 5.14 0.00 73 0.33 0 48 0.19 3424
zoo_112_1232 112 196 1232 76 19.20 0.00 76 0.80 0 56 045 2631
zoo_112_1848 112 195 1848 61 213.02 0.00 61 1.37 0 56 074 8.19
zoo_112_2464 111 195 2464 59 162.47 0.00 59 3.29 0 55 101 677
zoo_112_2465 112 197 2465 60 141.39 0.00 60 1.92 0 56 1.07 6.66
zoo_112_3080 112 197 3080 60 730.45 0.00 60 246 0 56 131 6.66
zoo_112_616 110 180 616 76 6.88 0.00 76 0.37 0 54 021 2894
zoo_114_1278 114 199 1278 71 7251 0.00 71 0.95 0 57 050 19.71
zoo_114_1916 111 194 1916 59 128.97 0.00 59  1.79 0 54 077 847
zoo_114_2553 114 200 2553 62 3601.87 1.61 62 352 0 57 1.09 8.06
zoo_114_3192 114 200 3192 61 1762.97 0.00 61 5.35 0 57 139 655
z0o_114_639 108 185 639 79 3.00 0.00 79 0.35 0 51 021 3544
zoo_116_1323 116 202 1323 74 23.20 0.00 74 1.05 0 58 052  21.62
zoo_116_1984 115 200 1984 63 44996 0.00 63 252 0 57 080 952
zoo_116_2645 115 229 2645 71 1820.01 0.00 71 419 0 57 120 19.71
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zoo_116_2646 116 202 2646 62 21742 0.00 62 434 0 58 1.15 645
zoo_116_3306 116 203 3306 62 2485.19 0.00 62 3.75 0 58 145 645
z00_116_662 108 185 662 74 4.0 0.00 74 0.36 0 53 022 28.37
zoo_117_1370 113 195 1370 67 49.33 0.00 67 1.28 0 55 054 17091
z00_117_685 112 193 685 77 8.36 0.00 76 0.48 1.29 53 024 31.16
zoo_118_1369 116 203 1369 70 56.58 0.00 70 1.71 0 57 056  18.57
zoo_118_1370 117 203 1370 72  35.37 0.00 72 1.29 0 58 053 1944
zoo_118_2053 117 205 2053 65 3600.24 4.31 65 2.02 0 58 0.88 10.76
zoo_118_2054 116 202 2054 64 196.69 0.00 64 3.05 0 57 0.86 10.93
zoo_118_2737 117 205 2737 63 3600.52 4.76 63 4.35 0 58 120 7.93
zoo_118_2738 118 208 2738 64 3600.88 4.30 64 241 0 59 121 781
zoo_118_ 3422 118 208 3422 64 3628.76 4.69 64 541 0 59 156 781
zoo_118_685 111 188 685 76 3.54 0.00 76 0.48 0 53 024  30.26
zoo_120_2833 120 209 2833 66 1075.36 0.00 66 222 0 60 1.26 9.09
zoo_120_3540 120 209 3540 65 3600.78 4.23 65 297 0 60 1.71 7.69
zoo_121_2929 119 206 2929 63 2517.97 0.00 63 4.87 0 58 130 793
zoo_122_1464 115 208 1464 59 1691.09 0.00 57 1.59 3382 54 081 847
zoo_122 2196 122 211 2196 69 49573  0.00 69 1.62 0 61 097 11.59
zoo_122 2197 122 212 2197 68 357852 1.93 68  3.09 0 61 096 10.29
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zoo_122 2930 121 210 2930 65 3044.50 2.31 65 4.33 0 60 1.34 7.69
zoo_122 3660 122 212 3660 66 3617.53 6.06 66 3.27 0 61 173 757
zoo_122_732 116 189 732 76 4.24 0.00 76 0.48 0 56 026 26.31
zoo_123_2196 115 209 2196 57 3600.25 1.75 56 543 1.75 54 128 526
zoo_123_2929 121 216 2929 61 1288.10 0.00 61 7.68 0 60 1.79 1.63
zoo_123_3660 122 218 3660 61 28196 0.00 61 8.50 0 61 230 O
zoo_123_732 105 191 732 55  563.60 0.00 52 1.24 545 45 038 18.18
zoo_124_1513 121 179 1513 74 12332 0.00 74 1.03 0 59 054  20.27
zoo_124 2269 123 183 2269 64 3600.88 2.73 64 2.19 0 61 0.86 4.68
zoo_124_3025 124 187 3025 63 10645 0.00 63 221 0 62 126 1.58
zoo_124_3782 124 187 3782 63 129.52  0.00 63 332 0 62 1.58 1.58
zoo_124 757 120 179 757 90 3.68 0.00 9 041 0 58 026 3555
zoo_129 3332 128 215 3332 73 391.57 0.00 73 5.81 0 63 161 13.69
zoo_129_833 125 200 833 88  35.53 0.00 88 0.70 0 60 032 31.81
zoo_130_1665 128 208 1665 81 128.42 0.00 81 132 0 63 0.68 2222
zoo_130_2496 128 214 2496 76 124.29 0.00 76 2.60 0 64 1.10 1578
zoo_130_4160 130 220 4160 74 1315.09 0.00 74 471 0 65 209 12.16
zoo_131_1716 124 199 1716 65 223.43  0.00 65 140 0 59 0.68 9.23
zoo_132_2574 130 217 2574 68 3604.78 2.94 66 6.05 294 64 1.14 588
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zoo_132 3432 130 217 3432 65 293.07 0.00 65 6.10 0 64 162 153
zoo_132_4290 132 221 4290 67 198.75 0.00 67 4.86 0 66 210 149
zoo_132_858 120 192 858 89 8.62 0.00 89 0.50 0 56 030 37.07
zoo_134_1769 118 207 1769 58 1148.57 0.00 57  3.55 1.72 53 099 8.62
zoo_134_2653 127 221 2653 68 683.15 0.00 67 6.82 147 60 1.66 11.76
zoo_134_3542 133 233 3542 68 1589.69 0.00 68  12.28 0 66 236 294
zoo_134_4422 134 234 4422 69 551.15 0.00 69 12.29 0 67 321 289
zoo_134_885 114 203 885 66 22424  0.00 65 1.17 1.51 50 045 2424
zoo_136_1823 133 221 1823 77 748.24  0.00 75 2.85 259 66 0.87 14.28
zoo_136_2734 131 216 2734 67 360292 2.83 67 4.71 0 64 132 447
zoo_136_3645 136 226 3645 69 1120.03 0.00 69  7.37 0 68 192 1.44
z0o_136_4556 136 227 4556 68 32593  0.00 68 9.50 0 68 250 O
z0o_136_912 120 191 912 73 19.68 0.00 73 0.77 0 56 035 23.28
z0o_137_939 129 231 939 91 798 0.00 90 0.68 1.09 61 041 3296
zoo_138_1877 135 252 1877 80 116.85 0.00 80 2.97 0 66 094 17.50
zoo_138_1879 137 210 1879 84 143.86 0.00 84 147 0 68 095 19.04
zoo_138_2817 138 262 2817 73  3150.09 0.00 73 492 0 69 1.58 547
zoo_138 2841 137 213 2841 72 216.54 0.00 72 4.30 0 68 147 555
zoo_138_3755 138 262 3755 70 2735.88 0.00 70 952 0 69 226 142
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zoo_138_3823 138 216 3823 74 95.14 0.00 74 6.37 0 69 204 6.5
zoo_138_4692 138 262 4692 70 3600.45 1.43 70 9.95 0 69 279 142
z00_138_948 134 206 948 91 857 0.00 91 0.67 0 67 042 2637
zoo_140_1933 125 215 1933 64 3600.17 3.15 62 4.61 312 58 1.19 937
zoo_140_2898 129 225 2898 61 1935.73 0.00 61 7.84 0 60 2.03 1.63
zoo_140_3864 140 241 3864 72 1704.57 0.00 72 9.87 0 70 313 277
zoo_140_4830 140 241 4830 71 3619.78 1.4l 71 16.42 0 70  3.66 140
z00_140_966 108 190 966 53  1073.41 0.00 50 1.25 566 45 048 15.09
zoo_144_1989 139 202 1989 84  3600.09 2.09 84  2.09 0 68 0.83 19.04
zoo_144_2983 141 208 2983 72 3602.19 2.78 72 3.5 0 70 133 277
zoo_144_3988 142 212 3988 72 3600.34 1.39 72 5.88 0 71 1.86 1.38
zoo_144_4970 142 212 4970 71  54.72 0.00 71 490 0 71 246 O
zoo_144_994 141 198 994 93  6.08 0.00 93 0.59 0 70 038 24.73
zoo_146_1052 117 210 1052 61 328.23 0.00 60 1.83 1.63 48 051 2131
zoo_146_1988 138 279 1988 89 132.12 0.00 88 2.02 .12 67 1.10 2471
zoo_146_2982 140 289 2982 86 3600.31 2.20 8 6.23 .16 69 175 19.76
zoo_146_3979 141 300 3979 89 3600.32 9.73 89 9.03 0 70 251 21.34
z0o_146_4970 142 302 4970 90 3600.63 9.84 89  10.88 .11 71 329 21.11
z00_146_994 126 245 994 89 1340 0.00 89 0.85 0 57 048 35.95
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zoo_147_1081 132 214 1081 72 62494 0.00 68 1.34 555 60 054 16.66
zoo_148_1081 143 252 1081 96 52.73 0.00 94 0.96 208 70 053 27.08
zoo_148_2161 146 268 2161 86 771.15 0.00 8 3.97 .16 72 120 16.27
zoo_148_3241 145 216 3241 75 3600.40 2.67 72 5.57 400 71 345 533
zoo_148_3242 148 276 3242 81 3600.44 6.58 80 8.02 123 74 192 8.64
zoo_148_ 4321 148 277 4321 78 3600.37 2.55 77 9.74 128 74 280 5.12
zoo_148_5402 148 277 5402 76 3601.47 2.63 75 19.02 1.31 74 372 2.63
zoo_164_1329 164 245 1329 123 15.78 0.00 123 091 0 91 061 26.01
zoo_164_2657 164 246 2657 102 9.68 0.00 102 2.29 0 82 123 19.60
z00_164_3994 163 245 3994 88 360145 1.14 88 3.32 0 81 194 7.95
zoo_164_5317 164 247 5317 82 87.72 0.00 82 4.89 0 82 265 O
zoo_164_6642 164 247 6642 82 67.04 0.00 82 7.17 0 82 339 0
zoo_166_2792 147 243 2792 70 3600.24 7.23 69 6.70 142 64 282 857
zoo_168_1395 154 251 1395 77 1303.12 0.00 75 231 259 72 118 649
zoo_168_4191 161 261 4191 80 1321.66 0.00 79  11.76 1.25 77 521 3.5
zoo_168_5580 167 269 5580 85 723.75 0.00 85  30.05 0 83 10.05 2.35
zoo_168_6972 168 271 6972 86 1057.66 0.00 86  34.81 0 84 1230 2.32
zoo_176_1362 146 236 1362 79 223.67 0.00 76 2.53 379 67 0.87 15.18
zoo_176_1534 149 243 1534 67 3600.65 7.16 62 645 746 61 192 895
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zoo_176_2723 156 262 2723 86 1127.84 0.00 8 6.10 1.16 74 212 13.95
zoo_176_3067 165 260 3067 78 718.40 0.00 T 1T 1.28 77 551 1.28
zoo_176_4085 162 274 4085 83 15492 0.00 83 10.09 0 79 341 4381
z00_176_4597 166 263 4597 79 1243.14 0.00 78 26.22 126 78 822 126
z00_176_5445 165 281 5445 88 1033.17 0.00 88 17.19 0 82 482 681
zoo_176_6127 174 271 6127 86 67694 0.00 86 2147 0 86 10.74 O
zoo_176_6806 166 282 6806 88 711.51 0.00 88 27.14 0 83 633 5.68
zoo_176_7656 176 273 7656 88 541.42  0.00 88  54.26 0 88 17.36 0
zoo_183_1675 158 258 1675 73 3600.18 5.46 67 642 821 66 260 9.58
zoo_183_6703 179 280 6703 87 1527.59 0.00 87 53.84 0 87 1451 O
zoo_184_3349 171 270 3349 80 1131.66 0.00 79  8.72 .25 79 557 1.25
zoo_184 5023 172 273 5023 80 172493 0.00 80 2951 0 80 991 O
zoo_184_8372 184 285 8372 92 962.58 0.00 92 5133 0 92  40.04 O
z00_220_11990 220 403 11990 125 3604.59 8.40 123 94.40 1.60 110 1994 12.00
z00_220_2398 185 341 2398 107 3600.28 5.32 99  6.68 747 81 220 24.29
z00_220_4798 208 374 4798 113 3600.54 5.09 113 10.03 0 99 559 1238
zoo_220_7197 210 381 7197 115 3602.64 9.87 111 35.44 347 101 11.01 12.17
z00_220_9592 219 400 9592 123 3601.75 7.53 122 52.58 81 109 13.57 11.38
zoo_224 2534 188 359 2534 109 3607.45 1.83 105 6.77 366 80 219 26.60




z00_226_10128 223 432 10128 137 3651.21 16.52 125 79.34 875 110 13.59 19.70
z00_226_12656 226 436 12656 135 3601.94 11.85 129 108.15 444 113 20.74 16.29
z00_226_5064 214 410 5064 126 3600.69 16.06 117 18.16 7.14 101 5.59 19.84
z00_226_7597 224 427 7597 127 3601.14 6.89 124 41.56 236 111 936 12.59
z00_250_12402 246 411 12402 125 3603.10 1.60 125 101.82 O 121 2499 3.20
z00_250_15500 250 418 15500 129 3602.22 1.71 129 46589 0 125 30.61 3.10
zoo_250_3103 217 369 3103 114 3600.36 8.90 103 12.96 9.64 96 506 15.78
z00_250_6206 237 400 6206 120 3600.81 6.67 116 38.53 333 112 13.65 6.66
z00_250_9312 243 410 9312 123 3601.10 2.44 122 69.25 81 118 18.65 4.06
z0o_254_12830 253 384 12830 128 1388.26 0.00 128 32.49 0 126 15.02 1.56
z00_254_16002 254 386 16002 127 1953.04 0.00 127 76.99 0 127 16.61 O
zoo_254 3209 252 377 3209 187 3604.21 0.95 186 4.63 53 133 2.86 28.87
z00_254_6424 251 380 6424 155 3602.56 1.65 154 10.08 .64 124 570  20.00
z0o0o_254 9711 253 384 9711 142 3601.16 2.24 142 15.94 0 126 9.83 11.26
z00_290_12533 282 502 12533 155 3602.86 11.06 144 95.68 7.09 137 28.80 11.61
z00_290_16733 287 510 16733 159 361635 8&.10 150 19795 5.66 143 39.49 10.06
z00_290_20880 290 518 20880 167 3804.75 11.53 152 471.84 8.98

z00_290_4180 254 458 4180 138 3600.60 14.06 125 20.12 942 112 646 18.84
z0oo_290_8359 268 480 8359 142 3601.77 9.19 133 54.36 6.33 124 17.69 12.67
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z00_298 13242 285 517 13242 163 3602.67 13.46 150 156.30 797 136 29.51 16.56
z00_298_17653 293 529 17653 163 3602.50 10.34 155 141.87 4.90

z00_298_22052 298 536 22052 165 3617.28 8.48 161 37287 2.42

z00_298_4411 277 489 4411 161 3600.59 10.66 147 37.31 8.69 128 7.70 20.49
z00_298_8842 285 506 8842 214 3601.07 34.50 149 53.12 30.37 136 17.22 36.44
z00_306_14006 305 499 14006 182 3602.66 13.87 171 71.97 6.04 152 3484 16.48
z00_306_18706 302 500 18706 180 3603.44 15.42 164 14346  8.88

z00_306_23256 306 508 23256 177 3602.60 11.22 167 23546 5.64

z00_306_4666 285 459 4666 182 3600.74 2.27 179 13.52 1.64 135 622 25.82
z00_306_9309 295 477 9309 174 3601.07 12.36 166 40.47 459 144 1475 17.24
z00_316_14934 301 512 14934 159 3602.33 8.28 152 117.88 440 144 4020 943
z00_316_19883 311 526 19883 177 3627.98 12.53 158 382.30 10.73

z00_316_24806 316 537 24806 184 362290 12.46 165 50598 10.32

z00_316_4973 267 456 4973 205 3600.90 44.49 121 23.13 4097 112 871 45.36
z00_316_9927 287 488 9927 487 3601.01 73.13 135 68.92 7227 130 22.08 73.30
zoo_317_11345 270 428 11345 137 1941.78 0.00 136 107.77 .72 132 28.16 3.64
zoo_317_15150 271 434 15150 135 3633.09 0.74 135 196.74 O 133 61.51 1.48
zoo_317_18906 276 441 18906 141 3625.05 1.42 140 35252 .70 138 5891 2.12
zoo_317_3790 228 371 3790 112 3600.45 7.33 103 21.26 803 95 692 15.17
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zoo_317_7571 249 406 7571 190 3601.03 39.36 117 47.15 38.42 113 18.79 40.52
z00_394_15448 371 642 15448 641 3601.58 72.55 187 12348  70.82

z00_394_23194 382 665 23194 256 361534 26.85 192 52275  25.00

z00_394_30895 388 674 30895 231 3660.49 16.56 198 1448.66 14.28

z00_394_38612 394 684 38612

z00_394_7736 361 603 7736 286 3601.03 38.85 187 52.11 3461 170 16.18 40.55
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